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AWS Certificate Manager 

introduces Enterprise 

Controls to help govern 

certificate issuance 
Posted On: Aug 23, 2023 

Enterprise, network and security admins can now use AWS 
Identity and Access Management (IAM) condition context 
keys with AWS Certificate Manager (ACM) to help ensure that 
users are issuing certificates that conform to their organization’s 
public key infrastructure (PKI) guidelines. For example, you can 
use condition keys to allow only DNS validation. Or, you can 
authorize which of your users can request certificates for specific 
domain names such as accounting.example.com and/or wildcard 
names. 

Using these new context keys, you can define how your ACM 
users customize certificate issuance parameters to authorize 1) a 
specific certificate validation method, 2) who can request 
certificates for specific domain names including wildcard names, 
3) specific certificate key-algorithm(s), and 4) the request of public 
or private certificate type. Additionally, you can prevent users from 
disabling Certificate Transparency (CT) logging or requesting 
certificates from specific AWS Private Certificate Authorities. 

You can distribute and enforce your condition keys across your 
users and accounts using either IAM or Service control 
polices (SCPs) from AWS Organizations. You can enforce 
organization-wide policies or have specific policies for 
organization units. For example, you can authorize your HR unit 
to issue certificates for the domain name HR.example.com while 
your IT department can only issue certificates for IT.example.com. 
You can also enforce these policies at account creation 
through AWS CloudFormation.  

Learn more about this feature here and get started with ACM. 
This feature is available in all AWS Regions where ACM is 
available, including the AWS GovCloud (US) Regions.  

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/iam/getting-started/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/organizations.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
https://aws.amazon.com/certificate-manager/getting-started/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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Jeff Barr tells us that: 

The new AWS Application Discovery Service (first 

announced at the AWS Summit in Chicago) is designed to 

help you to dig in to your existing environments, identify 

what’s going on, and provide you with the information and 

visibility that you need to have in order to successfully 

migrate existing applications to the cloud. 

[Barr 2016] 

This tells us a few interesting things. First, this produce 

was first announced at the Summit in Chicago. I think I 

know which presentation it was announced at. Barr tells 

us that this product provides you with information and 

visibility – we can “dig into” our existing environments. 

We are then told that: 

This service is an important part of the AWS Cloud 

Adoption Framework. The framework helps our customers 

to plan for their journey. 

This is helpful, telling us that this Application Discovery Service is 

in fact considered one component of the CAF (announced in 

2015). Barr then gets into the details: 

The Discovery Agent 
To get started, you simply install the small, lightweight agent on 
your source hosts. The agent unobtrusively collects the following 
system information: 

• Installed applications and packages. 

• Running applications and processes. 

• TCP v4 and v6 connections. 

• Kernel brand and version. 

• Kernel configuration. 

• Kernel modules. 

• CPU and memory usage. 

• Process creation and termination events. 

• Disk and network events. 

• TCP and UDP listening ports and the associated 
processes. 

• NIC information. 

• Use of DNS, DHCP, and Active Directory. 

https://aws.amazon.com/application-discovery/
https://aws.amazon.com/professional-services/CAF/
https://aws.amazon.com/professional-services/CAF/
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We are told about the types of servers that the agent can 

be run on: 

The agent can be run on Ubuntu 14, Red Hat 6-7, 

CentOS 6-7, and Windows (Server 2008 R2, Server 2012, 

Server 2012 R2). We plan to add additional options over 

time so be sure to let us know what you need. 

 

 

 

Figure 1 Nirav Kothari in Chicago, describing AWS Application Discovery Service 
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Figure 2 Carmen Puccio gives a presentation in 2019 

 

Carmen Puccio works for AWS. In 2019, at the ReInvent 

conference, Carmen Puccio gives a presentation which 

talks about strategies for migrating to the cloud. The 

presentation features the AWS Application Discovery 

Service. 

 

 

 

 

 

 

 

 



27 
 

 

 

 

 

 

Bibliography 
I. Official 

II. Unofficial 

III. Critical 

IV. General 

 

I. Official 

[Barr 2016] 

Barr, Jeff (2016). New – AWS Application Discovery Service – Plan 

Your Cloud Migration. May 12th 2016. Available at: 

<https://aws.amazon.com/blogs/aws/new-aws-application-

discovery-service-plan-your-cloud-migration/> 

 

 

II. Unofficial 

 



28 
 

III. Critical 

 

 

IV. General 
[Puccio 2019] 

 Strategies and tools to migrate  

[Kothari 2016] 

Kothari, Nirav (2016). Chicago – AWS Application Discovery 

Service. Available at: 

<https://www.youtube.com/watch?v=Q6EJE3ndOqI&t=1584s&ab

_channel=AmazonWebServices> 

 

  



29 
 

Deep Learning AMIs  



30 
 

AWS Server 

Migration Service 

 

 

 

 

 

 

 

 

 

 

 

Jim Huang explaining the Server Migration Service 



31 
 

AWS Organisations 

 

 

 

 

 

 

 

 

 

 

 

 



32 
 

 

 

 

 

 

 

 

 

 

 

 

 

 



33 
 

 

 

  



34 
 

 

 

 

 

 

 



35 
 

 

 

 

 

 

 



36 
 

 

 

 

 

 

 



37 
 

 

 

 

 

 

 



38 
 

 

 

 

 

 

 



39 
 

 

 

 

 

 

 



40 
 

 

 

  Akshat Goel’s 2016 article 



41 
 

 

 

 

 

 

 



42 
 

 

 

 

 

ggg  



43 
 

https://betterprogramming.pub/how-

to-migrate-your-aws-account-into-an-

organization-b438d6301dee 

 
Image credits 
The building is Willis Tower, in Chicago. From 

https://theconstructor.org/architecture/tube-structural-system-

types-features/560166/  

  

https://theconstructor.org/architecture/tube-structural-system-types-features/560166/
https://theconstructor.org/architecture/tube-structural-system-types-features/560166/
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Athena 

 
It is very common for people to get confused 

between Athena and Aurora. Very commonly, 

when speaking, people say one when they mean 

the other. Recall that Aurora was the relational 

database engine released by AWS way back in 

2014. We’re about to look at Amazon Athena, 

announced in 2016. 

Aurora was a Roman goddess, used to 

personify dawn, and the coming of the light. The 

“northern lights”, with the blue and green colours 

in the sky, are named after the goddess. AWS 

created Aurora, a database that really roared, in 

terms of performance. In their 2017 paper, 

Alexandre Verbitski and Anurag Gupta—along 

with eight others—set out how they essentially 

made the database engine lighter. Think about 

two layers: database and storage. They talk about 

various functions being “offloaded” to the storage 

layer. Database engines involve something called 

a redo log. At one point they even exclaim: the 

database IS the log. They rethink failure. The 

cloud is raucous with failures, the Aurora authors 

note (background failures happen all the time). So 

we should demand 4 of 6 quorum for writes and 

3 of 6 quorum for reads—they argue. Aurora is a 

light engine, that roars. The Roman goddess, by 

the way, was not particularly intelligent. Her lover 

was a mortal man, whom she granted eternal life. 

However, she forget to ask for eternal youth. The 

man eventually became so decrepit that she 
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decided to turn him into a cicada. If you want 

someone intelligent, look to Athena. 

Athena is the Greek goddess of wisdom 

and craft. In 2016, AWS thankfully launched 

Athena. This is for people whose S3 buckets have 

become impenetrable thickets. The sides of the 

bucket are thwarted with the thick accretion of 

objects within it. Having throbbing storage is not 

everything. Seriously, being think of inaccessible 

things as a threat. I say “thumbs up AWS”, for 

introducing ATHENA. 
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Introducing the AWS 

Serverless Application 

Model 
Posted On: Nov 18, 2016 

The AWS Serverless Application Model (AWS SAM, previously 
known as Project Flourish) extends AWS CloudFormation to 
provide a simplified way of defining the Amazon API Gateway 
APIs, AWS Lambda functions, and Amazon DynamoDB tables 
needed by your serverless application. 

Previously, CloudFormation lacked the specialized resource types 
optimized for defining serverless applications. Now, you can use 
new resource types to write CloudFormation templates that define 
serverless resources with only a few lines of text. Additionally, two 
new commands have been added to the AWS CloudFormation 
CLI to simplify the process of packaging a serverless application 
and deploying it with CloudFormation. 

As part of this release, the AWS Serverless Application Model is 
made available under the Apache 2.0 license, enabling others in 
the ecosystem to adopt and incorporate it into build, deployment, 
monitoring and management tools with a commercial-friendly 
license. 

To learn more about using AWS SAM to build serverless 
applications, visit our documentation and check out the model 
on GitHub. 

 

 

 

 

http://docs.aws.amazon.com/lambda/latest/dg/deploying-lambda-apps.html
https://github.com/awslabs/serverless-application-specification
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AWS SAM CLI announces 

remote invoke feature for 

AWS Lambda 
Posted On: Jun 26, 2023 

The AWS Serverless Application Model (SAM) Command Line 
Interface (CLI) announces the launch of remote invoke command 
which enables developers to quickly invoke their AWS Lambda 
functions deployed to the AWS cloud. The AWS SAM CLI is a 
developer tool that makes it easier to build, test, package, and 
deploy serverless applications. 

Customers can now use the SAM CLI to test a Lambda function 
with a simple command sam remote invoke. This command takes 
an event payload and Lambda logical id as input to invoke the 
Lambda function, then outputs the response. It supports multiple 
invocation modes such as response streaming, asynchronous 
invoke, dry run and request-response. Previously, customers had 
to use AWS Console or AWS CLI to test their Lambda functions. 
With this launch, SAM CLI users can use this feature along with 
sam sync command to speed up the build-deploy-test iteration 
loop. 

This feature is available with SAM CLI version 1.88.0+. To learn 
more about this feature, please see 
the blogpost and documentation. You can install the latest version 
of the SAM CLI by following the instructions in the documentation. 

 

 

 

 

https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/blogs/compute/testing-aws-lambda-functions-with-aws-sam-remote-invoke/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/using-sam-cli-remote-invoke.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-install.html
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AWS Step Functions 

launches Versions and 

Aliases 
Posted On: Jun 22, 2023 

AWS Step Functions announces the availability of Versions and 
Aliases, improving resiliency for deployments of serverless 
workflows. AWS Step Functions is a visual workflow service 
capable of orchestrating over 11,000+ API actions from over 250 
AWS services to automate business processes and data 
processing workloads. 

Now, AWS Step Functions supports more resilient deployments 
with Versions and Aliases for workflows, a new set of capabilities 
that makes it easier for you to set up continuous deployment, to 
help you iterate faster and release safely into production. Using 
Step Functions Versions and Aliases you can maintain multiple 
versions of your workflows, track which version was used for each 
execution, and create aliases that route traffic between workflow 
versions. You can deploy your workflows gradually using industry 
standard techniques such as blue-green and canary style 
deployments with fast rollbacks to your Step Functions workflows, 
increasing deployment safety and reducing downtime and risk.  

There is no additional fee for Versions and Aliases, so you only 
pay for what you use as per existing AWS Step Functions pricing. 
Please visit Step Functions pricing to learn more. 

You can get started using Versions and Aliases in the AWS 
console, AWS CloudFormation, the AWS Command Line 
Interface (CLI), or the AWS Cloud Development Kit (CDK). To 
learn more, please see the AWS Step Functions Developer 
Guide and the Launch Blog to get started. 

AWS Step Functions Versions and Aliases is available in 
the regions listed here. For a complete list of regions and service 
offerings, see AWS Regions. 

 

https://aws.amazon.com/step-functions/
https://aws.amazon.com/step-functions/pricing/
https://console.aws.amazon.com/states/home?region=us-east-1#/statemachines
https://console.aws.amazon.com/states/home?region=us-east-1#/statemachines
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://aws.amazon.com/blogs/compute/deploying-state-machines-incrementally-with-versions-and-aliases-in-aws-step-functions/
https://docs.aws.amazon.com/step-functions/latest/dg/recent-launches.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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AWS Step Functions 

adds integration for 7 

services including 

Amazon VPC Lattice 
Posted On: Jun 15, 2023 

AWS Step Functions expands its AWS SDK integrations with 
support for 7 additional AWS services including Amazon VPC 
Lattice, Amazon CloudWatch Internet Monitor, AWS IoT 
TwinMaker, and Amazon OpenSearch Ingestion. 

AWS Step Functions is a visual workflow service capable of 
orchestrating over 12,000+ API actions from over 320 AWS 
services to help customers build distributed applications at scale. 
By directly invoking AWS services or their API actions from AWS 
Step Functions, customers can write less code, simplify their 
architecture and save costs. In addition to newly added services, 
Step Functions also added support for over 460 new API actions 
from new and existing AWS services such as Amazon ECS, 
Amazon EC2, Amazon Athena, and Amazon Quicksight. For the 
full list of added services, visit AWS SDK service integrations. 

Corey Quinn on June 26th 2023 

https://aws.amazon.com/step-functions/
https://aws.amazon.com/what-is/workflow/
https://docs.aws.amazon.com/step-functions/latest/dg/supported-services-awssdk.html
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These enhancements are now generally available in all regions 
where AWS Step Functions is available. Specific services and 
API actions are subject to the availability of the target services in 
the AWS Region. For a complete list of regions and service 
offerings, see AWS Regions. To learn more about the 
enhancements including AWS SDK integration, read 
the Developer Guide, and try building a state machine using our 
AWS SDK integration tutorial. 
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A set of human footprints uncovered by researchers in White Sands 
National Park. According to a new study, these tracks date to between 
21,000 to 23,000 years ago—a time when massive ice sheets are believed 
to have blocked human migration into the Americas. 
P H O T O G R A P H  B Y  D A N  O D E S S   

 

 

 

 

 

 

 

 

 

https://softwareengineering.stackexchange.com/questions/95037/can-an-object-oriented-program-be-seen-as-a-finite-state-machine/95039#95039
https://softwareengineering.stackexchange.com/questions/95037/can-an-object-oriented-program-be-seen-as-a-finite-state-machine/95039#95039
https://softwareengineering.stackexchange.com/questions/95037/can-an-object-oriented-program-be-seen-as-a-finite-state-machine/95039#95039


71 
 

 

 

 

 

 

  



72 
 

CodeBuild 
 

What is CodeBuild? 
This essay was written in response to a specific problem. 

I’m learning about AWS. Sooner or later, you are 

introduced to a variety of AWS services whose names all 

begin with “code”. There is CodeBuild, CodeDeploy, 

CodeCommit and CodePipeline. These are thrown onto 

your lap, and you are left wondering what the difference 

is between them. We do not get the differences made 

explicit. Trying to mark out each service vividly is my aim 

here. 

 

Helpful background 

Chris Munns provides a nice introduction to how AWS 

think about software development. He said: 

At AWS, we see that software development 

typically has four major phases: 

(i) Source 

(ii) Build 

(iii) Test 

(iv) Production 

[Munns 2017] 

Munns explains that the SOURCE phase involves writing 

code. People are “checking in” code, to a source control 

service. 

In the BUILD stage, we’re compiling code. We might be 

creating container images. 

In the TEST stage, we’re integrating the code with other 

systems. We are performing load testing. We might be 

performing penetration testing. 

https://youtu.be/E6EBg46vvu0?t=129
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At the PRODUCTION stage, we are deploying the 

software into a production environment. 

PRODUCTION can mean different things. If you are 

building a mobile application, PRODUCTION involves 

pushing the application to the app store; if you are 

building a web application, PRODUCTION involves 

pushing the application to a web server. 

 

Sidebar: What is meant by “production 

environment”? 

According to [Suse], a production environment is: 

The set of computers where finished, user-ready 

software is deployed and executed.  

When software code is moved to the production 

environment, it is the final step in a 4-tier 

architecture that includes development, testing, 

staging and production. 

Before it reaches the production environment, the 

software is still under development, and bugs and 

flaws are actively found and fixed. 

They go on to say that this set of computers is 

 Often referred to as live, especially for servers. 

There is some flexibility in where the production 

environment is housed: 

The production environment can be housed in a 

single data centre, a network of geographically 

dispersed machines in multiple data centres, or 

virtual machines (cloud computing). 

[Suse] 

A production environment is sometimes called a 

deployment environment. There is currently no 

Wikipedia article entitled “Production environment”. 

There is, though, “Deployment environment”. This 

article is not devoted to production environments. It is 
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devoted to the general concept of a deployment 

environment; it has a sub-section on the development 

environment, a sub-section on the testing environment, 

and so on. 

This is confusing. It seems that the expression 

“deployment environment” can sometimes refer to  

• the general concept 
possibly instantiated as development, staging, production 

and sometimes to  

• the specific environment, (which comes after 

development, staging etc), known as production. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Once Munns has introduced the four major phases 

(SBTP), he introduces three “process levels”. The three 

process levels are:  
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Importantly, all the services which begin with the word 

“code”, such as CodeDeploy and CodeCommit, are 

sometimes referred to as “CodeStar”. CodeStar is not a 

distinct service, which you are yet to read about. CodeStar 

is, really “Code asterisk” or Code*, where the asterisk is 

similar to a wildcard. 

 

 

CodeDeploy is deployed 
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The oldest service is CodeDeploy. This was released on 

12th November 2014. This is the same year AWS Config, 

KMS, and AWS Directory Service was launched. Andy 

Jassy announced CodeDeploy at Re:Invent. Jassy said: 

The capabilities you have with CodeDeploy are 

that you can choose to deploy to all of your 

instances at once. 

But most who have large amounts of instances—

what they really want to do it deploy to groups of 

instances, to make sure the deployment is working 

out. 

So, we allow you to do rolling upgrades, rolling 

deployments. 

So, that was CodeDeploy. It is the oldest tool and was 

announced by Andy Jassy. 

It was 2014. Nations had deployed athletes at the Sochi 

2014 Winter Olympics; vaccines had been deployed to 

help with the Ebola epidemic in Africa; investigators were 

deployed to search for missing plane MH370; troops 

were deployed by Russia, to annex Crimea; and in 

Scotland, worker were deployed to count ballot papers, 

to find out that Scotland decided to remain in the United 

Kingdom. In 2014 CodeDeploy was deployed. 

 

[Troutman’s talk] 

In 2015, Rob Brigham delivered a presentation with Clare 

Liguori1 [Brigham 2015]. 

 

Brigham’s talk has X parts: 

 

 

1. Monolith development lifecycle 

 
1 Liguori is pronounced “lih-GOR—ee”. 

https://www.youtube.com/watch?v=0fNWlYbwAfg&ab_channel=AmazonWebServices
https://www.youtube.com/watch?v=iKp7ZTAOdlY&ab_channel=BBCNews
https://www.youtube.com/watch?v=5wcEB6vBwgM&ab_channel=BBCNews
https://www.youtube.com/watch?v=nRz5FVr8Vc4&ab_channel=BBCNews
https://www.youtube.com/watch?v=KkmsbDhmc-g&ab_channel=BBCNews
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a. EVEN when you have that large, new 

version 

 

 

2. Service-oriented ARCHITECTURE 
a. One whose sole job it was to render the 

BUY button correctly. 

b. We had a single-purpose service whose sole 

job was to calculate the tax correctly on the 

checkout process. 
c. We also had a rule that: 

i. They could only talk to one another 

through their web service APIs; there 

was no backend, shared data access 

allowed. 
 

d. What this enabled us to do was 
i.  to create a very highly decoupled 

architecture,  
ii. where these services could operate 

independently of each other,  
iii. without any coordination between 

these services. 
iv. As long as they adhere to that 

standard web service interface. 
 

e. To give you an idea of what this 

ARCHITECTURE looked like, I’ve 

included this graphic. 
i. What this represents is the 

Amazon.com retail website, circa 

2009 
ii. And all of these individual services 

that made up that experience. 
iii. Back then when we made this 

ARCHITECTURAL SHIFT, we 

didn’t have this term—but we’d call 
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this a MICROSERVICES 

ARCHITECTURE. 
 

f. In addition to that architectural change, 

we also made an organisational change. 

3.  

 

 

 

4. Tools group 
To fix that, we started a new tools group, that built 

a new breed of developer tools. 

These tools had some unique characteristics. 

 

(a) self-service 

The tools had to be self-service. There’s no way 

one tools group would be able to on-board 

thousands of “two pizza teams” if they 

required hand-holding. 

This was very AWS-like, even before AWS had 

started. 

 

(b) Technology-agnostic 

We’d given these “two pizza” teams full 

autonomy to make whatever decision they 

wanted, and they took full advantage of that. 

They chose different operating systems, 

different programming languages, 

architectures, app frameworks. 

 

(c) Encourage best practices 

We still wanted the two-pizza teams to share 

their learnings. If a team learned a best practice, 

we would take that and bake it into the toolset 

That made it easy for other teams to both 

discover this best practice as well as adopt it 

themselves. 
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(d) Single-purpose services 

You could say we drank the microservices 

koolaid. Just as we were teasing apart the 

website architecture, we didn’t want to deliver 

an end-to-end tool chain, that was tightly 

coupled together. 

We wanted to deliver it as these functional 

building block units. Teams could pick the 

units that work best for them, and them tie 

them together as needed. 

 

So I want to talk about a couple of these 

building-block tool services, that we use 

internally at Amazon.  

 

5. Apollo 
The first is Apollo, which is our deployment 

engine. It’s job is essentially to get bits onto a box. 

We’ve been using Apollo to deploy the retail 

website for over a dozen years now, and we also 

use it to deploy our Amazon Web Services. Over 

that time, we’ve learned a lot about how to do 

deployments well. 

We’ve taken those learnings, and baked them into 

the tool. 

a) Deployment service: 

b) No downtime deployments 

▪ As you can imagine, we’re not 

allowed to take down the retail 

website any time we want to push a 

code change 

▪ So we use rolling updates 

▪ When Apollo is updating a fleet of 

application servers, it’s only going to 

update a small fraction of those at a 

time 

▪ It will incrementally work its way 

across the fleet 

c) Health tracking: 
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▪ Occasionally, a bad code change can 

make its way through testing, and roll 

out into production 

▪ What we want to make sure is that 

that bad code change is not going to 

take down the whole fleet 

▪ It will automatically cut off that 

deployment  

d) Versioned artifacts and rollbacks 

 

6. The next service I want to talk about is 

PIPELINES 
a. This is our internal continuous delivery 

engine. 

b. Even AFTER we built Apollo and had 

automated deployments, 

c. We STILL noticed that it took a long time 

for a code change to go from a developer 

check-in to be running in production 

d. Being a data-driven company, we did a 

study on that. 

e. When we added up that data, and looked at 

the results, we were embarrassed 

f. It was on the order of weeks 

g. What we saw was that it wasn’t the duration 

of one of those actions 

i. It wasn’t so much the duration of any 

one of those actions. 

ii. It wasn’t the duration of a build, or 

the duration of a test run, or the 

duration of a deployment 

iii. It was all of this dead time in 

between. 

h. Bunch of inefficient, manual hand-offs 

i. After one task was done, the person 

would take that and notify the next 

person. 

ii. That normally happened in the form 

of an email. 
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A company like Amazon “prides itself on efficiency” 

i. A company that uses robots in its fulfilment 

centres 

j. You can imagine how crazy it was that we 

were using humans to pass around these 

virtual bits in our software delivery process 

k. So we had to fix that. We did that using 

Pipelines. 

 

7. Pipelines allow these teams to model out their 

complete end-to-end release process 

a. They can specify how they want their source 

code changes to be automatically built and 

unit tested 

b. How they wanted those to then be deployed 

to their test environments. 

c. What tests they want to run on those 

d. And then how they wanted those changes 

to move out into a production deployment. 

e. After they modelled out that release 

process, Pipelines would automatically 

handle all those code changes. 

f. It automatically trigger off the builds, 

automatically check the results. 

 

8. We also saw another improvement that we 

didn’t expect. 

a. The teams that had fully automated 

pipelines had more reliable releases than 

those that had manual steps involved. 

b. That was a little unintuitive at first 

c. Teams that fully dedicated themselves to 

making sure that every validation step that 

they wanted, was baked into an automated 

test—those teams had more reliable 

releases 

d. ...that required less rollbacks 
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9. So, with these two advantages, of having FASTER 

and MORE RELIABLE releases, it’s been 

incredibly successful inside of Amazon. 

 

10.  

 

 

 

In the first half of the talk, it appears that Rob Brigham 

is “telling a story”, or providing background, as is 

conventional for presentations of these sorts. However, 

this presentation is essential viewing. You will see 

concepts and terms explained here which you’ve seen 

others mentioning for a while. This is likely where they 

go it from. Brigham explains what “two pizza teams” are, 

how they structure the developers within Amazon itself, 

and microservice architectures. 

He explains that on the retail website 
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We fully unblock these two-pizza teams from working 

independently. 

Brigham’s answer to how Amazon is able to move so 

fast is that: 
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it might look like large Amazon is a large 

organisation that has some internal overhead. 

We’re really structured like a bunch of small, 

start-up teams that are all operating and organised 

very efficiently, and moving as fast as they can. 

 

 

 

Brigham tells us that CodeDeploy “has rolling updates”. 

This means that you can deploy without downtime. 

Brigham’s slide says: 

• Easy and reliable deployments 

• Scale with ease 

• Deploy to any server 

So, unsurprisingly, CodeDeploy helps with deployments. 

Two more features are of note: it scales well and has 

health checks (to cut off bad deployments). Brigham was 

keen to emphasise that when they launched CodeDeploy 

(Nov 2014), they 

only supported deploying to Amazon EC2 

instances.  

And they had just added support for on-premises 

deployments [Brigham 2015]. Think of your own private 

data centre and VMs in other clouds. The idea was that 

you could now use CodeDeploy as your “central tool, to 

manage all your deployments, to all your different 

applications, in all of your different environments” 

[Brigham 2015]. 

 

Super Thursday 
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In 2015, two new services were launched on the very 

same day. Specifically, on Thursday 9th July 20152, 

CodeCommit and CodePipeline were released. This was 

Super Thursday. 

 

What is CodeCommit? 

In 2016, a short promotional video describing 

CodeCommit was released. The video starts by talking 

about the problem of storing and versioning code. It 

talks about the problem of managing and scaling your 

source control system. We will explain what a source 

control system is shortly. CodeCommit had actually been 

announced by Jassy at Re:Invent 2014. Jassy describes 

CodeCommit as a “managed code repository in the 

cloud”. 

In the words of Brigham, CodeCommit is Git. It is 

Git source control, re-implemented on top of S3 

storage. 

[Brigham 2015] 

Brigham distinguishes between the front end and back 

end. On the front end, CodeCommit 

works like any other Git source control system 

out there. 

You use the same Git tools, issue the same Git 

commands. However, it’s on the back end CodeCommit 

uses some unique AWS features. Brigham tells us: 

We’ve implemented Git on top of S2 and 

DynamoDB. 

So, CodeCommit relies on the simple storage service and 

the non-relational database service DynamoDB. Finally, 

 
2 Boris Johnson—the mayor of London—could not get London Underground 
workers to commit to a pay deal. As a result, this Thursday saw the largest 
strike in 13 years. It was chaos. 
 
In Russia, the BRICS conference saw several emerging economies commit to 
a new bank. 

https://www.youtube.com/watch?v=46PRLMW8otg&ab_channel=AmazonWebServices
https://www.youtube.com/watch?v=VNPWovr10uQ&ab_channel=AmazonWebServices
https://www.youtube.com/watch?v=1IiPTfFMbGc
https://www.youtube.com/watch?v=1IiPTfFMbGc
https://www.youtube.com/watch?v=xE_5avTG30M&ab_channel=DDNews
https://www.bbc.co.uk/news/33605230
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encryption-at-rest is achieved. CodeCommit 

automatically encrypts your repositories using customer-

specific keys. 

 

This raises the question What is a source control system? This 

is sometimes called a Source Code Control System 

(SCCS). An SCCS is a system designed to track changes 

in source code. 

 

What is source code? 
 Source code is generally understood to mean 

programming statements that are created by a 

programmer with a text editor or a visual programming 

tool and then saved in a file [Washington].  

Source code is different from object code. Object code 

generally refers to  

the output, a compiled file, which is produced 

when the Source Code is compiled with a C 

compiler. 

[Washington] 

The idea is that SOURCE code is written using a human-

readable programming language, usually as plain text 

[Wikipedia 2022]. In contrast, object code consists of 

machine-readable instructions. These instructions are 

processed by the CPU in a computer. Operating system 

or application software is usually in the form of compiled 

object code. Experts from the Linux Information Project 

put is this way: 

Source code (also referred to as source or code) is 

the version of software as it is originally written 

(i.e. types into a computer) by a human in plain text 

(i.e. human readable alphanumeric characters). 

[Linfo] 
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Let’s bring this back to CodeCommit. This is a Source 

Code Control System, released on that Thursday in 2015. 

CodeCommit is a version control system. In other words, 

it’s a system for identifying changes to the code, giving 

them a number or letter code. We are organising and 

controlling revisions to the code. 

 

 

 

 

 

 

 

 

What is CodePipeline? 
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As we have seen, CodePipeline was released by AWS on 

Thursday in 2015 (although here is Jassy announcing it in 

2014).  

Rob Brigham outlines CodePipeline here, saying: 

After you define your own custom release process, 

CodePipeline is going to manage all of your  

In the textbook by Piper and Clinton (2021) their 

discussion of Pipeline involves introducing these 

concepts: 

1. Continuous integration 

2. Continuous delivery 

3. Source, built, test, approval, deploy, invoke 

4. Artifact 

The list of six items are action types. Actions are found in 

stages. And we are told: 

Every CodeDeploy pipeline must include at least 

two stages and can have up to 10. 

So, there is a little bit of terminology to get on top of. For 

example, ARTIFACT3 refers to 

The collection of data, such as application source 

code, built applications, dependencies, definitions 

files, templates and so on, 

That is worked on by pipeline actions. 

 
3 Artefact is a British spelling (artifact is also a British spelling). British 
traditionalists have allowed the Americanism for a long time now. 

 

https://www.youtube.com/watch?v=d01AKo7HAng&ab_channel=AmazonWebServices
https://youtu.be/esEFaY0FDKc?t=1361
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Artifacts are produced by some actions and 

consumed by others. 

In a pipeline, artifacts can be the set of files worked 

on by an action (input artifacts) or the updated 

output of a completed action (output artifacts). 

AWS Documentation 

[Rimple] says an artifact is: 

A built object or objects that can be used by 

down-stage build tools like CodePipeline. 

 

There are some ways to remember those six items by the 

way4. There are two things to note about the 6 action 

types.  

First, the penultimate item is DEPLOY. Given that 

CodeDeploy is concerned with deployment of code, it is 

immediately clear that CodePipeline is a broad, 

overarching service. Just one of its action types is 

DEPLOY. The second thing to note is that this list is 

similar to a list introduced by Chris Munns (2017). He 

said that software development (in AWS at least), can be 

thought of as occurring in four stages: 

1. Source 

2. Build 

3. Test 

4. Production 

You can think of his PRODUCTION category as 

containing the final three action types. That is, 

PRODUCTION covers Approve, Deploy, and Invoke. 

 

 
4 You’re sat having a cuppa with a developer who is explaining Pipeline. 
Suddenly, to your horror, he dips his biscuit in his drink. He explains “some 
biscuits taste amazing dipped in!” (SBT ADI). 

• Snarky British tourists always demand ice. 

•  
 
 

 

https://youtu.be/yCVR-uqc4qk?t=450
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In his 2015 presentation, Brigham tells a long background 

story. Then, the services are introduced: 

We have CodeDeploy, which you can use for 

automated deployments; 

CodePipeline that you can use for end-to-end 

release automation; 

And then, if you want to move your source code 

to the cloud—if you want your entire pipeline 

hosted on AWS—you can use CodeCommit to 

store your source code also. 

[Brigham 2015] 

 

 

Clare Liguori’s presentation 

 

 

 

The Release of CodeBuild 

CodeBuild was released in late 2016. Specifically, 

Thursday 1st December 2016. Liguori reminds us that it 

is a fully managed build service: 

https://youtu.be/esEFaY0FDKc?t=1254
https://www.youtube.com/watch?v=Yza5VkRcx-c&ab_channel=TelevisionMemories
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It’s a fully managed build service. What that 

means is that you don’t have to worry about 

provisioning servers, patching servers, scaling. 

It’s continuously scaling. 

[Liguori 2017]. 

Chris Munns did a talk on CodeBuild in January 2017 

[Munns 2017]. Also see [Rimple 2020] for an extended 

presentation. Munns describes CodeBuild as a: 

Fully managed build service that compiles source 

code, runs tests, and produces software packages. 

Learning that CodeBuild is a build service doesn’t seem 

to be learning much. I want to drill down, and see if we 

can appreciate some more concrete features of 

CodeBuild. Fortunately, a demonstration of the 

CodeBuild console is provided by [Maarek 2020b]. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

Email from Corey Quinn on July 17th 2023 
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AWS CodeBuild now 

supports GitHub Actions 
Posted On: Jul 7, 2023 

AWS CodeBuild customers can now use GitHub Actions during 
the building and testing of software packages. AWS CodeBuild is 
a fully managed continuous integration service that compiles 
source code, runs tests, and produces ready-to-deploy software 
packages. Customers’ CodeBuild projects are now able to 
leverage many of the pre-built actions available in GitHub’s 
marketplace. GitHub Actions are open source applications for the 
GitHub Actions platform that perform a complex but frequently 
repeated task. 

With CodeBuild’s integration with GitHub Actions, you can now 
extend your buildspec definition to invoke third-party solutions. 
There is no need to author and maintain custom integrations, or 
learn how integrate others’ solutions into your build process.  

CodeBuild’s integration with GitHub actions is available in US 
East (N. Virginia), US East (Ohio), US West (N. California), see 
the US West (Oregon), South America (Sao Paulo), Asia Pacific 
(Singapore), Asia Pacific (Tokyo), Asia Pacific (Sydney), Asia 
Pacific (Hyderabad), Asia Pacific (Melbourne), Asia Pacific 
(Seoul), Asia Pacific (Mumbai), Asia Pacific (Osaka), Asia Pacific 
(Hong Kong), Asia Pacific (Jakarta), Europe (Ireland), Europe 
(Frankfurt), Europe (Zurich), Europe (Paris), Europe (Stockholm), 
Europe (Milan), Europe (London), Europe (Spain), Canada 
(Central), Middle East (Bahrain), Middle East (UAE), and Africa 
(Cape Town). For more information about the AWS Regions 
where CodeBuild is available, see the AWS Regions page. 

To learn more about how to get started with CodeBuild, visit 
the AWS CodeBuild product page. To learn more about 
CodeBuild’s integration with GitHub Actions, see CodeBuild’s 
documentation for Running GitHub Actions. 

 

 

 

 

 

 

 

 

https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codebuild/latest/userguide/action-runner.html
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AWS Systems Manager 
Parameter Store 
increases API throughput 
limit 
Posted On: Jul 3, 2023 

Parameter Store, a capability of AWS Systems Manager, now 
supports up to 10,000 transactions per second (TPS) 
for GetParameter and GetParameters APIs, increased from the 
previous 3,000 TPS limit. Parameter Store allows you to securely 
store configuration data and secrets as hierarchical key-value 
pairs. You can flexibly store parameters such as API keys, subnet 
IDs, and passwords, and you can reference those parameters in 
your code and through AWS services such as AWS Lambda, 
Amazon EC2, and AWS CloudFormation. This increased API limit 

Corey Quinn in an email on 10th July 2023 

https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetParameter.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/API_GetParameters.html
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makes it easier to use Parameter Store to support high-traffic 
applications and demanding workloads without sacrificing 
performance due to API throttling. 

The 10,000 TPS limit is available when you enable the higher 
throughput setting in your Parameter Store account. If you already 
have the higher throughput setting enabled, you can start using 
10,000 TPS today with no additional steps required. 

To turn on higher throughput for Parameter Store, visit 
the documentation. For information about pricing, visit 
the Systems Manager Pricing page. This feature is available in 
all AWS Regions where AWS Systems Manager is available. 
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AWS Security Blog 

Introducing AWS Artifact: 

Speeding Access to 

Compliance Reports 
by Sara Duffer | on 07 DEC 2016 | in AWS 

Artifact, Compliance | Permalink |  Comments |  Share 

 

I am pleased to announce AWS Artifact, a no-cost, self-service 

audit report and certification retrieval portal in the AWS 

Management Console that gives AWS customers on-demand 

access to AWS compliance reports. 

To document the current and historical compliance of the AWS 

infrastructure and services, many AWS customers provide 

compliance reports—including those for ISO, SOC, and PCI—

to their auditors or regulators. You can now sign in to the AWS 

Management Console on your computer or mobile phone, and 

pull relevant reports in minutes. You can also give auditors and 

regulators direct access to one or more AWS compliance 

reports using AWS Identity and Access Management (IAM) 

permissions. 

AWS Director of Risk and Compliance Chad Woolf spoke 

about his vision of Artifact: “Naturally, we’re excited to 

provide customers and their auditors with selection and 

convenience when assessing the security that AWS provides,” 

Woolf said. “The release of AWS Artifact sets the stage for 

AWS to transform the auditing industry, moving auditing from 

being time-intensive and manual to highly automated and 

continuous in the cloud.” 

You can start downloading the audit reports in the AWS 

Management Console today. Many of the documents are 

confidential and require you to accept Amazon’s confidentiality 

https://aws.amazon.com/blogs/security/
https://aws.amazon.com/blogs/security/category/security-identity-compliance/aws-artifact/
https://aws.amazon.com/blogs/security/category/security-identity-compliance/aws-artifact/
https://aws.amazon.com/blogs/security/category/security-identity-compliance/compliance/
https://aws.amazon.com/blogs/security/introducing-aws-artifact-speeding-access-to-compliance-reports/
https://aws.amazon.com/blogs/security/introducing-aws-artifact-speeding-access-to-compliance-reports/#Comments
https://aws.amazon.com/blogs/security/introducing-aws-artifact-speeding-access-to-compliance-reports/
https://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
http://docs.aws.amazon.com/artifact/latest/ug/getting-started.html
http://docs.aws.amazon.com/artifact/latest/ug/getting-started.html


142 
 

terms and conditions, but after you review and agree to those 

terms, you will be granted instant access to review 

documents.  You can also see Getting Started with AWS 

Artifact for more details. 

To learn more about Artifact, see the Artifact home page. See 

the AWS Cloud Compliance home page for more about AWS 

Cloud compliance and certifications. 

– Sara 
TAGS: AWS Artifact, Compliance reports, Security Blog 

 

 

Above is the AWS blogpost introducing AWS Artifact. Have a read of 

the article. There are a few acronyms which you will need to master: 

ISO is the International Organization for Standardisation, SOC stands 

for System and Organization Controls, PCI stands for Payment Card 

Industry. 

  

https://aws.amazon.com/artifact/getting-started/
https://aws.amazon.com/artifact/getting-started/
https://aws.amazon.com/artifact/
https://aws.amazon.com/compliance/
https://aws.amazon.com/blogs/security/tag/aws-artifact/
https://aws.amazon.com/blogs/security/tag/compliance-reports/
https://aws.amazon.com/blogs/security/tag/security-blog/
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What is SOC? 

SOC stands for Service Organization Controls. This is a standardized 

audit report, and evolved from an older audit report called SAS-70. SAS 

stands for Statement on Auditing Standards. 

The American Institute of Certified Public Accountants (AICPA) was 

responsible for SAS-70. 

The AICPA has its headquarters in Durham, North Carolina. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Durham, North Carolina 
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Durham is home to several recognized institutions of higher 

education, most notably Duke University and North Carolina 

Central University. Durham is also a national leader in health-

related activities, which are focused on the Duke University 

Hospital and many private companies. Duke and its Duke 

University Health System are the largest employers in the city. 

North Carolina Central University is a historically black 

university that is part of the University of North Carolina system. 

Together, the two universities make Durham one of the vertices of 

the Research Triangle area; central to this is the Research 

Triangle Park[16] south of Durham, which encompasses an area of 

11 square miles and is devoted to research facilities. 

 

[Wikipedia 2023] 
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Below, we can see that there has been a long history of different 

frameworks: 

 

 

 

 

 

 

 

 

American Tobacco Campus, Durham 
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Notice how the author is Sara Duffer. Below, we can see 

that Sara Duffer delivered a presentation with Chad 

Woolf: 

 

 

This was a presentation at the Re:Invent conference, in 

2016. We can see that the title of the presentation is 
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“How AWS Automates Compliance at Massive Scale 

using AWS Services”. 
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Screenshot from a YouTube video explaining how AWS Artifact works [AWS 2016] 
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Email from Corey Quinn on July 6th 2023 
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Email from Corey Quinn on 14th August 2023 
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The above whitepaper was first published in 

November 2017 
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