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This Wednesday, in one expression: “I don’t mind serving Inspector Snowball quickly”. 
The term “don’t mind serving” involves the letters DMS. 
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Image credits 

The cover image shows the Space Needle in Seattle, which is the home to the 

Amazon headquarters. It is from Getty Images.  

It is found, for example, in: 

Notaro, Vicki (2024). A holiday in Seattle: coffee, craft beer and 

spectacular views. The Times [Online]. 

Regarding the title of this book, Andy Troutman, head of internal deployment 

services at Amazon, said “today CodeDeploy is in five AWS Regions—we’re 

aggressively expanding it”. 

Hans Zimmer also named one of his tracks for The Dark Knight (2008) as 

Aggressive Expansion. Principal photography for this film took place in 

Chicago in 2007. 
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Amazon Cognito introduces 
tiered pricing for machine-
to-machine (M2M) usage 
Posted On: May 9, 2024 

Amazon Cognito introduces pricing for machine-to-machine 
(M2M) authentication to better support continued growth and 
expand capabilities. There is no change to Amazon Cognito's 
user based pricing (monthly active users or MAUs). Customer 
accounts currently using Amazon Cognito for M2M use cases will 
be exempt from pricing for 12 months. M2M pricing is based on 
the number of application clients configured for M2M 
authentication and the number of tokens requested for them. You 
can find details on our pricing page. 

Amazon Cognito makes it easier to add authentication, 
authorization, and identity management to your web and mobile 
apps. In addition to supporting human identities, Cognito's M2M 
authentication enables developers to leverage machine identities 
to secure interactions between their services or across 
organizations. Developers can define machine identities and 
generate OAuth 2.0 tokens to authenticate them using Cognito 
user pools that are configured with the OAuth 2.0 client 
credentials grant. This pricing change applies to only to user 
pools configured in this way and is not applicable to any other 
OAuth 2.0 flows. 

Amazon Cognito is available in 29 AWS Regions globally. To 
learn more about Amazon Cognito’s support for OAuth 2.0 
standards, visit the product documentation page. To get started, 
visit the Amazon Cognito home page. 

 

 

 

 

 

 

 

 

 

 

 

 

https://aws.amazon.com/cognito/pricing/
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://aws.amazon.com/cognito/
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This PDF provides an 

overview of the key 

terms. 

There are some excellent textbooks on 

Microsoft Active Directory available… 

https://infosec.co.il/wp-content/uploads/2020/06/640-01-Active-Directory-Overview.pdf
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“Eli the Computer Guy” introducing Microsoft Active Directory 

https://www.youtube.com/watch?v=hxgz7MR7MGQ&ab_channel=ElitheComputerGuy
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Ron Cully explaining how AWS Directory Service works in a 2018 

video released by Amazon Web Services 

https://www.youtube.com/watch?v=4XeqotTYBtY&ab_channel=AmazonWebServices
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Issue with AWS Directory 
Service EnableRoleAccess 
Initial Publication Date: 06/14/2023 4:30PM PDT 

A researcher recently reported an issue in AWS Directory Service 
which would have enabled customer’s IAM principals, who are 
allowed to call the “EnableRoleAccess” API, to enable role access 
on the directory user even if that IAM principal did not have the 
“iam:passrole” permission. This specific issue would only occur if 
the calling IAM principal had permissions to call 
“EnableRoleAccess” API and would be limited to the customer’s 
account. 

The issue has been remediated by enforcing the requirement to 
have IAM “iam:passrole“ permission in order to enable role 
access in addition to having IAM permissions to call the 
”EnableRoleAccess“ API. Customers using 
the recommended policy for the feature would not have been 
impacted by this issue and no customer action is required. 

We like to thank Cloudar Security for responsibly disclosing this 
issue and working with us on its resolution. Security-related 
questions or concerns can be brought to our attention via aws-
security@amazon.com. 

 
 
  

https://docs.aws.amazon.com/directoryservice/latest/admin-guide/create_role.html
mailto:aws-security@amazon.com
mailto:aws-security@amazon.com
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Aurora featured in Roman mythology. She was a goddess intended 

to represent the Dawn, or Sun. Think of Ancient Rome. The 

Ancient Roman Empire was on an immensely large scale. 

Individual soldiers were often dispensable. Roman law was one of 

the great legal systems. Votes would be taken—but they had to 

reach quorum. In other words, a certain proportion of those 

present had to support the proposal. 

Aurora was mentioned by the Roman poet called Virgil, and also 

the Roman poet Ovid, who came later.  

The most famous story of Aurora is in fact adopted from the 

Greeks. 

Being a goddess, Aurora was immortal. However, she fell in love 

with a man called Tithonus, who was mortal. Tithonus was Prince 

of Troy. Now, wanting to be with Tithonus for ever, Aurora tried 

to arrange things so that Tithonus lived forever. She simply went 

to Jupiter, the chief god in the Roman state religion, and asked it 

to be so. However, Aurora forgot to ask that Tithonus have eternal 

youth. Tithonus therefore continued to age, forever. Eventually, 

Aurora decided to turn the aged man into a cicada. 
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Because Aurora represents the dawn, she is sometimes used in 

literature as a metaphor for the early morning Sun. Shakespeare 

mentions Aurora in his play Romeo and Juliet: 

But all so soon as the all-cheering sun 

Should in the furthest east begin to draw 

The shady curtains from Aurora's bed, 

Away from the light steals home my heavy son... 
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Amazon Aurora and MySQL 

It’s fair to say that Amazon Aurora has a special 

relationship with MySQL. In the original announcement 

post, from Jeff Barr, he mentions only MySQL. There is 

no mention of Oracle, MicrosoftSQLServer, or 

PostgreSQL. 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://aws.amazon.com/blogs/aws/now-available-amazon-aurora/
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Master Vs Primary 
 

There is a confusion which you can sometimes get into. Let me 

first try to describe it. The thought runs that there are two kinds of 

terms. There are terms that describe the archetype, or original. 

Then, there are other terms which describe copies, or things which 

are in some way subservient to the original. So, we have just two 

things: ORIGINAL and SUBSERVIENT. 

Examples of the ORIGINAL sort of terms include: primary, 

master. Examples of the SUBSERVIENT sort of term include: 

replica, standby. Sometimes you get view only these two 

categories—master and subservient—and pay no attention to 

which particular term is used. For example, whether you opt for 

replica or standby doesn’t really matter. 

However, this distinction is too coarse. In fact, one should pay 

attention to which particular term is chosen. Let’s start with the 

word “primary”. This word is used in discussions about the “Multi-

AZ” feature available in RDS. It denotes the main instances, of 

course, and is contrasted with the standby instances. Notice how 

the word “primary” is not used in discussions of “read replicas”, 

even though this discussion has the contrast between some original 

and many subservient instances. So, it’s helpful to think of 

“primary” as having connotations related to failover. To call an 

instance the “primary” is to say it is the “thing replaced upon 

failure”. We might be replicating the data on this primary to 

elsewhere, but if we were making a point about replication, we would 

probably opt for “master” instead of “primary”. 

How am I to remember this? How am I to remember that the word 

“primary” is about failover? We could, after all, have chosen 

“primary” to denote the whole idea of improving performance by 

having multiple read replicas. But we didn’t—we use the term 

“master” for that. So, how do I remember this arbitrary fact? 

Well, the primary instance is wary. To be wary is to feel or show 

caution about possible dangers or problems. The fact that 

“primary” and “wary” both end with “ary” has proved a helpful 

heuristic. When we denote an instance the primary, we mean it is 

not the standby. In this context, we are thinking about failing over, 

to maintain the availability of our architecture, when things fail. For 

this reason, I associated “PRIMARY” with being wary, and 
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thinking about how we will failover. Discussions of the “multi-AZ” 

feature of RDS use the term PRIMARY. 

To call something a “standby” is to say that it is ready to step in. In 

military contexts, we might say that a battalion is on standby. This 

means that the battalion is ready to assist if called upon. Similarly, 

standby instances are ready to step in if the primary instance fails. 

To be clear, you will see the term “STANDBY” in discussions 

about failover (and maintaining availability); it is not chiefly used in 

optimizing performance (i.e. making things better, when nothing 

has failed). As Piper and Clinton note on page 147: 

the standby instance is not a read replica and cannot serve 

read traffic. 

What follows from calling something a replica? Generally, to be a 

replica is to be an exact copy of something. In the context of 

Amazon RDS, to be a replica is to exactly have all the capabilities 

and habits of the original. The replica is really running, and really 

raising the game. Remove the idea that the replica is off-stage 

somewhere, like soldiers hidden in a garrison on standby. Replicas 

are really running. In RDS, a specific type of replicas called READ 

replicas, improve the performance of the database. They can only 

deal with read operations, and cannot deal with write operations, 

and this is why they are called “read replicas”. 

Now, we should accept that these terms—replica, standby—are 

somewhat arbitrary. It is true that if you are a soldier stationed in a 

garrison, ready to step in, you need to be capable. You must have 

so many capabilities, that you are essentially a replica of the original 

whose aid you are called to. So, calling the entity that we failover 

to a “replica” is not entirely unreasonable. Similarly, the “read 

replicas” within Amazon RDS clearly improve the original in some 

way, and they do stand by it. So, to call these things “standbys” 

would not be entirely unreasonable. Our designations are therefore 

somewhat arbitrary. 

For this reason, I emphasise that replicas are running, readily 

reaching new performance heights. They help with performance. 

They are not the guys to turn to when things go wrong. The saints 

who step in are the standbys. They are on standby for when things 

fail. Standbys are things which can be failed over to. 

The term we use for an entity (server etc) capable of being replaced 

immediately upon its failure is PRIMARY. We are WARY of the 

PRIMARY failing. When we’re interested in making things go 

FASTER, we talk of the MASTER. In summary, my thesis is that 

we have these two contexts, performance (or replication) and 

failover. Each context has a pair of terms appropriate to it: 
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This thesis finds support from Piper and Clinton’s (2021) Sybex 

textbook. On page 145, there is a page entitled “Read Replicas”. 

The words “primary” or “standby” do not appear once on this 

page, because this is a discussion about optimizing performance, 

not failover. 

They talk about masters, writing: 

A read replica takes some of the query load off the master 

database instance, which remains solely responsible for 

writing data to the database. 

p.145 

And also: 

If the master database instance fails before the replication 

is complete, you’ll lose the unsynchronized data. 

Ibid. 

Later, the discussion turns to the “Multi-AZ” feature. Now, the 

terms “primary” and “standby” are used: 

In a multi-AZ deployment, you have a primary database 

instance in one availability zone that handles reads and 

writes to the database, and you have a standby database 

instance in a different availability zone. 

p. 146 

The “Multi-AZ” feature helps with things going wrong. The 

emphasis is not so much on optimization when things are going well. 

 Discussion about 
PERFORMANCE 
 

 

Discussion about 
FAILOVER 

Original Master 
 
 
 

Primary 

Subservient (Read) replica Standby 
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I’m sure there is some crude way to remember this vividly—such 

as picturing a soldier in a garrison eating a bowl of “Multi-hoops” 

cereal as he waits to be called into action—but I will not attempt 

that here. 

 

 

 
My thesis does not always stand. For example, there are two ways to 

implement this “Multi-AZ” feature with Amazon Aurora. The first is 

called “Single-Master” and the second “Multi-Master”. This is 

problematic, because my thesis stated that “master” was a term reserved 

for performance discussions. And yet here it is, in a discussion about 

failover (specifically, the Multi-AZ feature). 

How do we respond to this? First, note the idea here. With Single-Master, 

there is just one instance capable of performing writes. If it fails, we must 

failover to some other instance. With Multi-Master, multiple instances 

are capable of performing writes. If one of them fails, well, this doesn’t 

really matter. It’s not really the case that we have to fail over. We still 

have at least one master. To failover, there needs to be a failure, and there 

hasn’t been a failure here. So, that is the idea behind these two options: 

“Single-Master” and “Multi-Master”. To be a master, it is necessary to be 

capable of performing writes. 

Consider this thought experiment. Suppose AWS called it “Single-

Primary” and “Multi-Primary”. Why would this be problematic? Firstly, 

the notion of “multi-primary” is incoherent. If something is primary, it is 

a unitary thing. It is incoherent to talk of multiple primaries. Prime 

numbers cannot be divided (except by themselves and 1) and Prime 

Ministers are single things. It follows that “Single Primary” is also a silly 

expression, akin to “three-sided triangle”. 

The above thought experiment reveals that the notion of PRIMARY can 

be analysed into two ideas. First, the idea of a singular unit. Second, that 

its failure demands that another entity carry on the work (that we 

failover). For an instance to be PRIMARY is for it to be capable of failing 
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as a unit, such that the unit needs to be replaced. It is a singular unit and 

we ought to ensure it can fail over to another thing. 

With “Single-Master” mode on Amazon Aurora, we have a master (i.e. 

something which is used as an original, in a replication process). Recall 

the two elements involved in being a PRIMARY: (1) singularity and (2) 

failure of a kind which demands another entity carry on the work. Well, 

these two elements are present with our single master (our lone instance 

capable of writing). For it is a unit, and its failure demands that a distinct 

entity carry on its work. 

It therefore turns out that the “Single-Master” found within Aurora, is a 

primary instance. It is perfectly acceptable that something be a master 

and a primary instance at the same time. This explains why Piper and 

Clinton write: 

An Amazon Aurora single-master cluster consists of a primary 

instance. 

What they’re basically saying there is that this master (thing-from-which-

we-replicate) is both singular and demanding that someone step in upon 

its failure. Again, it’s not appropriate to call it “single-primary” because 

singularity (being unit) is what it means to be primary. 

In “multi-master” mode, we have multiple masters. You could say that 

collectively, these masters constitute a primary, but this would be 

misleading, because they do not fail as a unit. Each master fails 

independently. (Also, it is simply misleading since “primary” 

conventionally denotes a individual instance). The important point is that 

the two elements involved in being PRIMARY are not present here. 

Certainly, masters within a “multi-master” deployment are capable of 

failing, in one go. So the first element is present. However, because there 

are multiple masters, their failure does not demand that another instance 

carry on its work. So, the second element is absent. Therefore, we should 

not point to an individual instance, within a “multi-master” deployment, 

and say “primary instance”. It is not primary. 

Piper and Clinton make this point in a similar way: 

In a multi-master cluster, all instances can write to the database. 

Thus, when one instance fails, no failover occurs because all 

instances can continue to write to the shared cluster volume that 

stores the database.  

Amazon refers to this as continuous availability, rather than high 

availability, because as long as at least one database instance is 

running, you can read from and write to the database. 

p. 147 

My thesis in fact remains intact. “Single-Master” does involve a primary 

instance. The only reason we avoid the actual word “primary” is that 

talking of a “Single-Primary” would be repetitive, akin to a “three-sided 

triangle”. The fact is that an entity can be both a master and a primary. It 

can be an original, which is replicated, and also fail in a way that demands 

another entity step in. In fact the “Single-Master” instance which is found 
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in a “Single-Master” Aurora deployment is of this nature. We call this 

primary “Single-Master” to contrast it with “Multi-Master”. The 

aggregation of masters in an Aurora “Multi-Master” deployment do not 

fail as a unit. They are not unit. Their multiplicity provides redundancy. 

When one of these masters fails, it’s not correct to say that failover 

occurs. Therefore, no failover occurs, and so we do not use the term 

“primary”. My thesis stands. 
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Robert Morris—famous for the Morris worm—explaining how Amazon Aurora works in one of his lectures at 

MIT 

https://www.youtube.com/watch?v=jJSh54J1s5o&list=PLrw6a1wE39_tb2fErI4-WkMbsvGQk9_UB&index=10&ab_channel=MIT6.824%3ADistributedSystems
https://www.youtube.com/watch?v=jJSh54J1s5o&list=PLrw6a1wE39_tb2fErI4-WkMbsvGQk9_UB&index=10&ab_channel=MIT6.824%3ADistributedSystems


44 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



45 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



46 
 

 

 

 

 

 
In November 2018, AWS announced the launch of the Data API for Amazon 

Aurora Serverless. The Data API is an intuitive, secure HTTPS API for 

running SQL queries against a relational database that enables you to accelerate 

modern application development. The Data API appeals to customers of all 

sizes, from startups to enterprises, seeking to minimize the time-consuming 

network and application configuration tasks needed to securely connect to an 

Amazon Aurora database. The Data API eliminates the use of drivers and 

improves application scalability by automatically pooling and sharing database 

connections (connection pooling) rather than requiring you to manage 

connections. You can call the Data API via an AWS SDK or the AWS 

Command Line Interface (AWS CLI). 

 

This feature enabled developers to quickly and securely access Aurora 

Serverless v1 clusters via a stateless HTTP API. You can use a familiar API 

interface without needing to know the intricate details of a given database 

driver. What’s more, the Data API handles connection pooling between the 

Data API and the database. This helps database applications scale by reusing 

connections without the developer needing to configure or manage a 

connection pool. 

[Abraham 2023] 
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A note in the newsletter of [Noel 2024] 
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[Kazulkin 2024] 

TPN 
1. Phenomenon1 – the tendency of X to Y. 

2. Phen2 – the tendency of X to Y. 

3. Phen3 – the tendency of X to Y. 

4. Phen4 – the tendency of X to Y. 

5. Phen5 – the tendency of X to Y. 

6. Phen6 – the tendency of X to Y. 

7. Phen7 – the tendency of X to Y. 

8. Phen8 – the tendency of X to Y. 

9. Phen9 – the tendency of X to Y. 

10. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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CodeDeploy 
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AWS Config 

 

 

 

 

 

 

 

 

 Prashant Prahlad explaining how AWS Config works in 2015 (SEC314-R) 
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https://aws.amazon.com/about-aws/whats-new/2022/08/aws-

config-supports-20-new-resource-

types/?ck_subscriber_id=1560524742  

 

 

 

  

https://aws.amazon.com/about-aws/whats-new/2022/08/aws-config-supports-20-new-resource-types/?ck_subscriber_id=1560524742
https://aws.amazon.com/about-aws/whats-new/2022/08/aws-config-supports-20-new-resource-types/?ck_subscriber_id=1560524742
https://aws.amazon.com/about-aws/whats-new/2022/08/aws-config-supports-20-new-resource-types/?ck_subscriber_id=1560524742
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KMS 

 
To understand AWS’ Key Management Service 

(KMS), it is helpful to have a familiarity with 

cryptography. There is a particular chapter in this 

book which explains things well. Simon Singh 

makes these things as simple as they can be. You 

need to know the sense in which we are talking 

about keys. Then, the relevance of the distinction 

between public and private keys, and symmetric and 

asymmetric keys. 
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Peter O’Donnell explaining how KMS works, in 2019 

https://www.youtube.com/watch?v=hxWvbNvj2lg&ab_channel=AWSEvents
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Christoph Paar’s excellent lecture series on cryptography is available on YouTube for free. 
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Lambda 

 
Listen, ay—my brother- don’t 

allocate (LAMBDA) 

 
Why is it called Lambda? 
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The question below highlights how Lambda 

functions can actually be invoked by the 

SNS. You naturally think of SNS as quite 

passive: it merely notifies you of things. 

Therefore, this question from Neal Davis 

reminds us that SNS can actually bring about 

action: 
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Corey Quinn writing in an email on 14th August 2023 

https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
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In the above article we are told that Web Adapter is an 

extension to AWS Lambda. Now, what is the Web 

Adapter? Well, it is an adapter for the Lambda runtime 

API and HTTP API. “It allows developers to package 

familiar HTTP 1.1/1.0 web applications, such as 

Express.js, Next.js, Flask, Springboot, or Laravel and 

deploy them on AWS Lambda.” 

You might still be confused about what, exactly, the web 

adapter is. So, let’s continue. We are told that the Lambda 

Web Adapter: 

Replaces the need to modify the web application 

to accommodate Lambda’s input and output 

formats 

So, it really is a mediator. It allows web applications which 

would usually need to be modified, if they are to integrate 

with Lambda, to be used easily with Lambda. This is what 
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the Lambda Web Adapter achieves. Let’s look at what is 

does in more concrete terms now: 

To use Lambda Web Adapter with docker 

images, package your web app (http api) in a 

Dockerfile, and add one line to copy Lambda 

Web Adapter binary to /opt/extensions inside 

your container.  

By default, Lambda Web Adapter assumes the 

web app is listening on port 8080. If not, you can 

specify the port via configuration. 

If you read the extract above, it is clear that in order to 

adapt your application to AWS Lambda, you may package 

your web app into a Dockerfile. Then, you add a binary 

to your container. Specifically, you add the binary to 

/opt/extensions. 

A web app needs to communicate with Lambda. It does 

this over the network, using ports. The question is 

therefore raised Which port is the web app listening on? 

Well, by default Lambda Web Adapter assumes the web 

app is listening on port 8080. It is possible to specify a 

different port, however. 

 

What on earth is AWS Lambda 

response streaming? 

 

 

 

 

 

https://github.com/awslabs/aws-lambda-web-adapter/blob/main/README.md#Configurations
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Above we can see an AWS blogpost by Julian Wood. It 

was published in early 2023. It announces response 

streaming. The question we need to answer is this: What 

is response streaming? 

Wood states: 

Today, AWS Lambda is announcing support for 

response payload streaming.  

Response streaming is a new invocation pattern 

that lets functions progressively stream response 

payloads back to clients. 

Here we find the answer to our questions. The ‘response’ 

is the message that is sent following a request. To stream a 

response is to progressively send it, as opposed to 

sending it all in one go. So, “response streaming” refers 

to the phenomenon of progressively communicating a 

response to a client. 

Now, why might we want to do this? After all, surely I 

would want my response all in one go. I cannot possibly 

imaging how a response which comes in dribs and drabs 

could be an advantage. Wood suggests that by streaming a 

response, we can overcome certain limitations: 

You can use Lambda response payload streaming 

to send response data to callers as it becomes 

available. This can improve performance for web 

and mobile applications. 

Response streaming also allows you to build 

functions that return larger payloads and perform 

long-running operations while reporting 

incremental progress. 

[Wood 2023] 

In general, we want to minimise how long it takes to get 

the first byte loaded on the client’s machine. The metric 

which assesses this concern is called the Time to First 

Byte. 

https://aws.amazon.com/lambda/
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We can improve the Time to First Byte, and therefore 

the visitor’s experience, if we use response streaming: 

In traditional request-response models, the 

response needs to be fully generated and buffered 

before it is returned to the client.  

This can delay the time to first byte (TTFB) 

performance while the client waits for the 

response to be generated. Web applications are 

especially sensitive to TTFB and page load 

performance.  

Response streaming lets you send partial 

responses back to the client as they become 

ready, improving TTFB latency to within 

milliseconds. For web applications, this can 

improve visitor experience and search engine 

rankings. 

 

Consider the paragraph below, which is quite confusing: 

 

 

 
What does it mean by Lambda’s “target integration”? 

What is the significance of a chunked transfer encoding? 

 

 

https://en.wikipedia.org/wiki/Time_to_first_byte


80 
 

AWS Lambda now detects 
and stops recursive loops 
in Lambda functions 
Posted On: Jul 13, 2023 

AWS Lambda can now detect and stop recursive loops in Lambda 
functions. Customers build event-driven applications using 
Lambda functions to process events from sources like Amazon 
SQS and Amazon SNS. However, in certain scenarios, due to 
resource misconfiguration or code defect, a processed event may 
be sent back to the same service or resource that invoked the 
Lambda function. This can cause an unintended recursive loop, 
and result in unintended usage and costs for customers. With this 
launch, Lambda will stop recursive invocations between Amazon 
SQS, AWS Lambda, and Amazon SNS after 16 recursive calls. 

When a function sends an event to Amazon SQS or Amazon SNS 
using a supported AWS SDK version or higher, Lambda tracks 
the number of times a function has been invoked based on that 
event. If a function is invoked by the same triggering event more 
than 16 times, Lambda will stop the next invocation and sends the 
event to a Dead-Letter Queue or on-failure destination, if 
configured. Customers will also receive an AWS Health 
Dashboard notification with troubleshooting steps. 

This feature is turned on by default, and is available in the 
following AWS Regions: Asia Pacific (Hong Kong, Jakarta, 
Osaka, Mumbai, Seoul, Singapore, Sydney, Tokyo), Africa (Cape 
Town), Canada (Central), Europe (Frankfurt, Ireland, London, 
Milan, Paris, Stockholm), South America (Sao Paulo), US East 
(Ohio, N.Virginia), US West (Oregon, N.California). To turn off the 
feature for your AWS Account, please contact AWS Support. For 
further information, please refer to our documentation or the 
launch blog post. 

 

 

 

https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-recursion.html#invocation-recursion-supportedsdks
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard/
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard/
https://aws.amazon.com/support/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-recursion.html
https://aws.amazon.com/blogs/compute/detecting-and-stopping-recursive-loops-in-aws-lambda-functions/
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AWS Lambda supports 
starting from timestamp for 
Kafka event sources 
Posted On: Jun 21, 2023 

AWS Lambda now supports starting from a specific timestamp 
when using Amazon Managed Streaming for Apache Kafka 
(MSK) or Self-Managed Kafka as an event source. Previously, 
Kafka event source mappings could only have starting positions 
of trim horizon or latest. Now with starting from a timestamp, you 
can start processing messages at a precise point in time. This is 
useful for situations like Disaster Recovery, where you need a 
new consumer to quickly start processing where you previously 
left off. 

When a Kafka event source mapping is configured to start from a 
specific timestamp, the event source mapping will start 
processing messages in a topic at or the first message after the 
specified timestamp. To use this feature, create a new Kafka 
event source mapping, set the StartingPosition to 
AT_TIMESTAMP, and set StartingPositionTimestamp to the 
desired starting position. The StartingPositionTimestamp needs to 
be formatted in Unix time seconds. Please note that in Kafka, the 
starting position is only used for a new consumer group or when 
an existing consumer group points to an offset that is invalid 
(expires). New Kafka event source mappings will generate a new 
consumer group ID if not otherwise configured with a specific 
consumer group ID. 

This feature incurs no additional charge. You pay for the Lambda 
invocations triggered by the event source mapping connected to 
Kafka. To learn more, see the Lambda Developer Guide 
for Amazon MSK and Apache Kafka. 

 

 

https://aws.amazon.com/lambda/
https://aws.amazon.com/msk/
https://aws.amazon.com/msk/
https://docs.aws.amazon.com/lambda/latest/dg/with-msk.html
https://docs.aws.amazon.com/lambda/latest/dg/with-kafka.html
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Elastic 

Container 

Service 

 

Announced on the 13th day of November, in 

2014 
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TEN QUESTIONS 

An important briefing which will prime 

you to understand Amazon’s ECS 

 

 

 

 

 

Paul Duffy explaining how the “EC2 container service” works, on stage at Re:Invent 

in 2014 

https://www.youtube.com/watch?v=LE5uBqNp2Ds&t=26s&ab_channel=AmazonWebServices
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1. What is a container? 

2. What is Docker? 

3. What is Kubernetes? 

4. What is a scheduler? 

5. What is a runtime environment? 
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TPN 
1. Phenomenon1 – the tendency of X to Y. 

2. Phen2 – the tendency of X to Y. 

3. Phen3 – the tendency of X to Y. 

4. Phen4 – the tendency of X to Y. 

5. Phen5 – the tendency of X to Y. 

6. Phen6 – the tendency of X to Y. 
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7. Phen7 – the tendency of X to Y. 

8. Phen8 – the tendency of X to Y. 

9. Phen9 – the tendency of X to Y. 

10. Phen10 – the tendency of X to Y. 

 

Glossary 
Cluster 
Important term within Amazon ECS. The documentation writes: 

 

An Amazon ECS cluster is a logical grouping of tasks or 

services.  

 

You can use clusters to isolate your applications. This 

way, they don't use the same underlying infrastructure. 

When your tasks are run on Fargate, your cluster 

resources are also managed by Fargate. 

 

Task 
This is an important term within Amazon ECS. The 

documentation writes: 

 

A task is the instantiation of a task definition within a 

cluster.  

 

After you create a task definition for your application 

within Amazon ECS, you can specify the number of tasks 

to run on your cluster. You can run a standalone task, or 

you can run a task as part of a service. 
 

Task Definition 
“Task definition” is an important expression within Amazon’s 

ECS. The documentation writes:  

 

A task definition is a text file that describes one or more 

containers that form your application.  

 

It's in JSON format. You can use it to describe up to a 

maximum of ten containers. The task definition functions 

as a blueprint for your application. 
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Service 
This is an important term, but AWS’s explanation of it is poot. 

The documentation writes: 
You can use an Amazon ECS service to run and maintain your 

desired number of tasks simultaneously in an Amazon ECS 

cluster.  

 

How it works is that, if any of your tasks fail or stop for any 

reason, the Amazon ECS service scheduler launches another 

instance based on your task definition. It does this to replace it 

and thereby maintain your desired number of tasks in the 

service. 

 

 

Scheduler 
We are told: 

Amazon Elastic Container Service (Amazon ECS) is a 

shared state, optimistic concurrency system that 

provides flexible scheduling capabilities for your tasks 

and containers.  

The Amazon ECS schedulers use the same cluster state 

information as the Amazon ECS API to make appropriate 

placement decisions. 

 

Custom scheduler 

 

 

Service Scheduler 
 

Container 
The documentation writes: 

To deploy applications on Amazon ECS, your application 

components must be configured to run in containers. A 

container is a standardized unit of software development 

that holds everything that your software application 

requires to run.  
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This includes relevant code, runtime, system tools, and 

system libraries. Containers are created from a read-only 

template that's called an image. 

 

Image 
Important term within Amazon’s ECS. We’re told: 

Containers are created from a read-only template that's 

called an image. 

 

 

Fargate 
The Elastic Container Service (ECS) was announced by AWS in 

2014. Three years later, AWS announced a service named after a 

shopping street in Sheffield, England (we do not know why). Its 

name was Fargate.  

 

Fargate provides a new way of using the Elastic Container Service. 

You can now use it without concerning yourself with the 

provisioning of containers. 

 

The documentation writes: 

AWS Fargate is a technology that you can use with 

Amazon ECS to run containers without having to manage 

servers or clusters of Amazon EC2 instances.  

With AWS Fargate, you no longer have to provision, 

configure, or scale clusters of virtual machines to run 

containers. This removes the need to choose server types, 

decide when to scale your clusters, or optimize cluster 

packing. 

 

Launch type 
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What on earth is POSIX? 
Richard Stallman came up with the name. 
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What is NTFS? 
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Nine essential components of a microservices architecture. 
ByteByteGo [Email newsletter]. July 20th 2024. 
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API Gateway 

 

 

 

  

Craig Dennis explaining how an API works on his free course, on YouTube 

https://www.youtube.com/watch?v=GZvSYJDk-us&ab_channel=freeCodeCamp.org
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Someone from IBM explaining what an API is 

https://www.youtube.com/watch?v=hWRRdICvMNs&ab_channel=IBMTechnology
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What on earth is 

Representational State Transfer 

(REST)? 

 

 

 

 

 

 

 

 

 

 

Roy Fielding published his PhD dissertation in 2000. In this work, he proposed 

something called the RESTful architecture. You could just read the first chapter. He 

mentions a Monty Python sketch at one point. 
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Caleb Curry explains what the expression “REST API” might mean 
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This is a great blogpost going through the details of 

using API Gateway: 

Chris Munns explaining API Gateway (23rd January in either 2018 or 2019) 
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Craig Dennis’ 

Presentation 

 

 

 

 

 

 
I have found Video 6 to be extremely helpful.  
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“And so it’s my pleasure to announce today—coming in 

early 2015—the AWS Service Catalog. 

This will allow enterprise administrators to create 

portfolios of products, set up in the configuration that 

they want deployed. 

They can make them easily discoverable for employees 

of the company, on a portal that they host.  

Meet the compliance needs that they have in difference 

businesses. 

Then, again, they have that strong visibility, as all the 

activity is tracked in AWS CloudTrail.” 
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Web Application 

Firewall (WAF)  

 

 

 

 

 

 

 

 

 

Nate Dye explaining how AWS WAF works, in October 2015. WAF stands for Web 

Application Firewall. Image from Re:Invent 2015. 
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Mike Pound explaining how an SQL injection attack works 

https://www.youtube.com/watch?v=ciNHn38EyRc&t=446s&ab_channel=Computerphile
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What on earth 

is “Regex”? 
In the left-hand side of the console, you might see this 

term. 
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It turns out that “regex” is short for “regular expression”. 

Regular expressions are used to search for characters, in 

a way that accounts for variations in the characters. 
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Introduction to Regex 

https://betterprogramming.pub/introduction-to-regex-

8c18abdd4f70  

 

A Brief Introduction to Regular Expressions 

https://tldp.org/LDP/abs/html/x17129.html  
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Sir Tim Berners-Lee had a project called WorldWideWeb 
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Taking it 

further 
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James Mickens, an American computer scientist, delivering a lecture on web security at MIT 

(Massachusetts Institute of Technology) 
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A question from Neal Davis, for people preparing for the Security Speciality exam 
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Snippet from Corey Quinn’s newsletter on 15th September 2022 

https://steampipe.io/blog/cis-v15-aws-benchmark?ck_subscriber_id=1560524742
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Pictured (middle) is Etienne Pradier, a great close-up magician 
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Database Migration 

Service 

 

 
  

Andy Jassy (CEO of AWS) announcing the Database Migration Service in 2015 



194 
 

 

 

 

 

 

 

 



195 
 

 

 

 

 

 

 

 



196 
 

 

 

 

 

 

 

 

Schema 

Conversion Tool 
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https://aws.amazon.com/about-aws/whats-new/2016/10/aws-schema-conversion-tool-copies-schemas-and-optimizes-for-the-cloud/
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At the time of writing, the Schema Conversion 

Tool has a distinct User Guide from the DMS: 
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Let’s start by looking at the DMS. Then, we will 

move onto the SCT (Schema Conversion Tool). 
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 Andy Hopper explaining the Database Migration Service (DMS) 

https://www.youtube.com/watch?v=zb4GcjEdl8U&t=151s&ab_channel=AmazonWebServices
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TPN 
1. Phenomenon1 – the tendency of X to Y. 

2. Phen2 – the tendency of X to Y. 

3. Phen3 – the tendency of X to Y. 

4. Phen4 – the tendency of X to Y. 

5. Phen5 – the tendency of X to Y. 

6. Phen6 – the tendency of X to Y. 

7. Phen7 – the tendency of X to Y. 

8. Phen8 – the tendency of X to Y. 

This is a screenshot from Andy Jassy’s announcement of DMS. Four database engines are displayed. The 

diagram shows them being moved onto Amazon RDS. Notice how they can continue to use that engine 

while on RDS (the logos on the righthand side of the image are the same as the lefthand). 
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9. Phen9 – the tendency of X to Y. 

10. Phen10 – the tendency of X to  

 

 

Glossary 

Commercial Database 
Description of term here. 

 

 

Open-source Database 
Description of term here. 

 

 

Homogeneous migration 
Description of term here. 

 

 

SCT 
Stands for “Schema Conversion Tool”. 

 

DMS 
Stands for Database Migration Service. 
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What does EIN stand for? 

 

This is mentioned in the 2015 video by Kyle Roche. 

 

https://www.youtube.com/watch?v=GdtV27LKGtQ&ab_channel=AWSOnlineTechTalks
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What on earth is MQTT? 

 

 

 

 

 

What is the Registry? 

 

 

 

 

Why is it important to have a registry? 
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Figure 1 Blake Chism speaking in 2014 

 

 

 

Figure 2 Miha Kralj speaking in 2014 
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I came across the question below while training for the 

SA Professional examination. Note that it does not 

actually mention the Cloud Adoption Framework. It 

does, however, mention the Cloud Adoption Readiness 

Tool (CART). 
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