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TPN 
1. Phenomenon1 – the tendency of X to Y. 

2. Phen2 – the tendency of X to Y. 

3. Phen3 – the tendency of X to Y. 

4. Phen4 – the tendency of X to Y. 

5. Phen5 – the tendency of X to Y. 

6. Phen6 – the tendency of X to Y. 

7. Phen7 – the tendency of X to Y. 

8. Phen8 – the tendency of X to Y. 

9. Phen9 – the tendency of X to Y. 

10. Phen10 – the tendency of X to Y. 

 

Corey Quinn (or his stand in, while he in on vacation) writing on July 29th 2024 
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Auto Scaling  

 

 

 

 

 

 

Notice how AWS write it as two, distinct words. There is a space in between 

the two words. (It is not a funky brand, like GuardDuty, CloudWatch, or 

WorkMail).  

https://en.wikipedia.org/wiki/Autoscaling#cite_note-eecs-berkeley-1
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TPN 
11. Phenomenon1 – the tendency of X to Y. 

12. Phen2 – the tendency of X to Y. 

13. Phen3 – the tendency of X to Y. 

14. Phen4 – the tendency of X to Y. 

15. Phen5 – the tendency of X to Y. 
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20. Phen10 – the tendency of X to Y. 
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Term1 
Description of what term means here. 
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Description of what term means here. 

 

Term3 
Description of what term means here. 
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Amazon CloudWatch now 

supports dashboard variables 
Posted On: Jun 30, 2023 

We are excited to announce Amazon CloudWatch dashboard 
variables, a new experience that makes it easier for you to quickly 
navigate between different operational views by using variables 
as navigation to view different data sets for the same resource. 

With dashboard variables, you can create drill-down filters that 
enable you to build multiple views within a single dashboard. You 
can create a single dashboard with multiple custom variables, 
where you can switch between data sets, and more efficiently 
reuse and manage a more efficient fleet of dashboards. 

Custom labels become navigation on your dashboard that can be 
used to toggle between data sets in the same view. You can now 
define set of labels such as 'application environment', 'region' or a 
'customer id' and switch between those data sets based on the 
selection of label by using dropdown selectors, radio buttons or 
input boxes. 

The new dashboard variable experience is now available in 
all AWS commercial regions at no additional cost and you can 
start using it immediately. You can use a step by step guide in the 
CloudWatch custom dashboard user interface to configure and 
manage your variables, or directly from a CloudWatch custom 
dashboard JSON, by adding an array of "variables" to the 
dashboard definition. 

To learn more about creating dashboard variables, please refer to 
our documentation. 

 

 

 

 

 

 

Email from Corey Quinn on 10th July 2023 

https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
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What does this mean? 

Well, we can now “build multiple views within a single dashboard”. 

It is not clear, however, what this means. It would be better if a 

concrete example was provided in this press release. 

What is meant by “drill-down filters”? I find this term to be 

confusing. I have no idea what a drill-down filter is. 

 

 

 

 

 

 

 

 

 

 

 

 

I understand what it is to drill down. But how can we have a drill 

down filter? A filter is just some property. We consider results and 

see whether each result has the property. There are no hierarchical 

levels involved. So—what on earth is a drill down filter? 
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Announcing Live Tail in Amazon 

CloudWatch Logs, providing real-time 

exploration of logs 

Posted On: Jun 6, 2023 

We are excited to announce Amazon CloudWatch Logs Live Tail, 
a new interactive log analytics experience feature that helps you 
detect and debug anomalies in applications. You can now view 
your logs interactively in real-time as they’re ingested, which 
helps you to analyze and resolve issues across your systems and 
applications. 

Live Tail provides customers a rich out-of-the-box experience to 
view and detect issues in their incoming logs. Additionally, it 
provides fine-grained controls to filter, highlight attributes of 
interest, and pause/replay logs while troubleshooting issues. 
Using Live Tail, DevOps teams can quickly validate if a process 
has correctly started, impact of configuration changes, or if a new 
deployment has gone smoothly. 

Amazon CloudWatch Logs Live Tail is available in all AWS 
Commercial regions. 

Start exploring and analyzing your logs in real-time using Amazon 
CloudWatch Logs Live Tail. To learn more, visit Amazon 
CloudWatch features or read Amazon CloudWatch Logs Live Tail 
Documentation. For pricing details, check Amazon CloudWatch 
Pricing - view and analyze your logs using CloudWatch Logs Live 

Email from Corey Quinn on 21st August 2023 

https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/cloudwatch/features/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs_LiveTail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CloudWatchLogs_LiveTail.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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Tail for an example of pricing. Check out the the AWS Cloud 
Operations blog to discover more about Live Tail.  
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So, we have two distinct 

services: 

 

 

 

 

 
Auto Scaling and load balancing are distinct activities. I will 

associate Auto Scaling with pink and Load Balancing with blue to 

reinforce this. (The image of a hot air balloon and traffic light are 

somewhat arbitrary—do not read too much into them.) We often 

talk of there being an auto scaling group behind a load balancer.  

Let me use a motorway analogy (a highway, for American 

readers). Auto Scaling involves altering capacity, by opening or 

closing lanes on the motorway. In the cloud, we add instances or 

terminate them. 

Load balancing involves directing cars (traffic) to the 

particular lanes. Usually, we want to spread the traffic equally 

across the lanes. Either way, we work with what we’ve got (Auto 

Scaling deals with adding or removing lanes). Such distributing of 

traffic does not usually happen on motorways, so imagine that a 

police officer has to do this because there is an accident or 
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something. He has to stand in a high-visibility jacket and gesture to 

the motorists, telling which lane to go into. In the cloud, requests 

from clients are distributed (balanced) across the instances. 

We can also make an analogy with the checkouts in 

supermarkets. Sometimes, the tills become overwhelmed. Two 

things help the supermarket to make their service as available as 

possible. First, a speaker tells queuing customers which checkout 

they should go to. It says: “checkout number 2 please”, when this 

becomes available. This is load balancing. The supermarket 

manager might also make the decision to open more tills. This is 

Auto Scaling. Since we are increasing the number of employees on 

the tills, we are scaling out. Giving energy drinks to the employees 

already present would be scaling up (increasing the capacity of the 

employees we already have). 

 

What on earth is “load balancing”? 
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There are now a number of different types of load balancer 

available on AWS. Note that the basic task—of balancing the 

load—is relatively easy to accomplish. Our doorman greets the 

incoming clients, and sends them on their way to a server. There is 

not really much more to say about this. We simply use a round-
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robin algorithm to make sure each EC2 instance is given a fair share 

of the traffic. What’s happened, however, is that AWS have realised 

the load balancer is a sort of “piggy in the middle”. There are 

therefore a lot of functions which it can fulfil, as a mediator of 

traffic—or a sort of “Janus-headed go-between faculty”. Most of 

our discussion is in fact going to be related to the way the load 

balancer distributes the traffic.  

For instance, there’s a question over whether the traffic is 

distributed securely or not. There’s a question over whether the load 

balancer should be very sympathetic to the desires of client, with 

the many requests is has. Perhaps the client has a “favourite” server 

it likes to be served by. There’s a question over whether the client 

should be sent to the same server each time.  

Our load balancer can even make the lives of the servers behind it 

more easy or more difficult. If servers haven’t quite finished 

initialising, the load balancer has a choice to allow them a grace 

period. It is sympathetic to the server, waiting for a period, before 

sending any traffic towards it. So, these humble “doormen” act 

with the utmost discretion, in ways configurable by you, such that 

their role in your deployment is essential. 

 

 

 

AWS have a product, which provides load balancing. In exam 

questions, we will often talk as if there is a load balancer in front of 

a group of EC2 instances, or in front of an Auto Scaling group. The 

load balancer has the instances behind it, as if like a bouncer on a 

nightclub facing outwards onto the street. AWS call their service 

“Elastic Load Balancing” (ELB). I was announced in 2009, part of 

the “golden triad” of services. See this blog post from Werner 

Vogels: 
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The concepts of ELB 
Target group 

Listener 
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Brief Timeline 
 

2009 AWS announce a package of three 

services: Auto Scaling, 

CloudWatch, and ELB (Elastic 

Load Balancing). 

 

11th Aug 2016 AWS announce their “Application 

load balancer”. 

 

7th September 2017 AWS announce their “Network 

load balancer” 

 

 

 

Rule 

Priority Action Conditions 
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The Classic Load Balancer 
Obviously, this is a retrospective term. They didn’t call it classic 

when they created it in 2009. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Classic Load 
Balancer 
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What on earth is “X-Forwarded-

For”? 

 

 

 

 

 

 

 

 

Screenshot from the documentation on the Classic Load Balancer. 

Chapter 6 is called “Listeners” and contains a discussion of X-

forwarded headers. 
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Eight funky things 

 

Chapter Eight of the CLB (Classic Load Balancer) documentation 

is entitled “Configure your load balancer”. The discussion turns 

to a number of funky settings you can choose. There are eight of 

these funky, configurable settings in total: 

1. The idle timeout 

2. Cross-zone load balancing 

3. Connection draining 

4. Proxy protocol 

 

5. Sticky sessions 

6. Desync mitigation mode 

7. Tag your load balancer 

8. DOMAIN NAME 
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Figure 1 - Classical depiction of a quarrel breaking out, after prolonged disagreement over the Eight Funky Things which can be 

configured on the Classic Load Balancer. Some have suggested that the central couple represents the server and client with the eight 

surrounding people represent the Eight Things which can be configured.  
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What on earth is “proxy 

protocol”? 

 

 

 

 

 

 

 

 

 

 
If something acts as a proxy, it acts on behalf of another entity, or 

represents another entity. You can vote by proxy (get someone to 

represent you at the ballot box) and nation states can fight wars by 
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proxy (get some other state to defeat some enemy). Here, we’re 

talking about clients and servers, with a load balancer in between.  

When the proxy protocol in place, the client is represented by a 

header, bolted on by the load balancer. The packet, or perhaps the 

load balancer (since it latched on the header) acts on behalf of the 

client. With proxy protocol, the destination server can work out 

where the traffic really came from, as opposed to thinking it came 

from the load balancer itself. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Below is an RFC published in 2020. Willy 

Tarreau (shown right) is the author. 

http://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
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What on earth is “connection 

draining”? 
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The documentation makes a distinction between “application 

controlled” stickiness and “duration based” stickiness. 
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Application 

Load Balancer 
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Application 

controlled 
Duration based 
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Matt Wood announcing the Application Load Balancer in 2016 

https://www.youtube.com/watch?v=LBow4273Ym8&ab_channel=AmazonWebServices
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What capabilities did the ALB bring? 

When AWS announced their Application Load Balancer (ALB) in 

2016, what things could it do which could not previously be done 

with Elastic Load Balancing? The pre-ALB capabilities are 

generally referred to as the “Classic Load Balancer”. 

When Matt Wood announced the ALB in 2016, he described it as: 

a higher order routing abstraction, which gets the right 

traffic to the right application component. 

The service also supports enhanced metrics and health 

checks, to monitor traffic to each application service 

behind the load balancer. 

Wood says that the ALB will be particularly helpful for container-

based applications. We can be quite confident that the ALB was a 

Layer 7 load balancer, which supported both EC2 instances and 

containers as targets, from the offset. It has other features, but 

these may have been added later—working out which were added 

later is in fact quite difficult, so I will leave this historical task for 

now. 

What is undoubtedly true is that a defining feature of the ALB is 

“content based routing”. What does this mean? Well, we are  

 

 

What is path-based routing? 

First, we need to gain a precise understanding of a 

“path”. 

 

 

 

 

 

 

We are clearly not working in the domain of storage here 

(Elastic Load Balancing is usually part of networking 

Figure 1 The Wikipedia article entitled "Path (computing)" 
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discussions). So we are surely not concerned with files 

within directories. What do we mean by ‘path’, then? 

Well, as the article above tells us, paths “are essential in 

the construction of Uniform Resource Locators 

(URLS)”. Notice how strong the claim is. We’re being 

told: 

If there is a URL, then there is a path. 

We’re not saying the URL is the path. Rather, the path is 

one part of the URL. We’re going to have to dive slightly 

deeper into URLs to understand. 

 

 

 

 

 

 

 

 

 

 

This tells us that a URL is just one specific kind of URI. 

In other words: 

 

 

 

 

 

 

 

 

All URIs 

URLs 
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Breaking down a URI 

We’re now going to break down the parts of a URI. 
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Some videos on URLs: 

 

 

 

 

https://www.youtube.com/watch?v=3ytQJvqzKu8&ab_channel=SteveGriffith-Prof3ssorSt3v3
https://www.youtube.com/watch?v=5Jr-_Za5yQM&ab_channel=GCFLearnFree.org
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Back to path-based routing 

Now that we are clear about what a “path” is, we can understand 

routing based on the path. We are paying attention to one particular 

part of the URL. We are not necessarily routing based on the 

domain name (alone); not the name of the file (as such); not the 

query string. This is path-based routing. 

 

 

 

 

https://www.youtube.com/watch?v=vpYct2npKD8&ab_channel=TheTechCave
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How does this all work in the terminology of ELB? Well, 

remember that every ALB must have at least one listener. 

The listener operates according to RULES. Rules consist 

of. And so path-based routing is just one of the possible 

conditions in a rule: 
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What is a fixed-response action? 

 

 

 

 

 

Domain names, paths and URLs 

We will have a detailed discussion of load balancers, and their different 

capabilities. To do this, make sure you have a clear and crisp idea of 

the following, and how they differ (See Appendix in the 

FOUNDATION book). 

1. Domain name 

2. URL 

3. Endpoint (not really mentioned in this context) 

4. Path 

5. Query string parameter 

6. Host 

NOTE 

Screenshot from the contents page of the Application Load Balancer. A section is devoted to “rule 

action types”. Recall that rules consist of a priority, conditions and actions. 
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Fixed 

response 

Forward Redirect 

Action Condition Priority 

Rule 
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Above, we’re given five possibilities for the action type. 

It is made clear that if you are using the HTTP/2 

protocol, you do not have the luxury of choosing any of 

the five possibilities: 
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In the above image, notice how AWS 

call a portion of the URL a hostname. 

Most people would call this portion the 

domain name. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Condition 

HTTP header HTTP request 

method 
Host Path Query 

string 

Source IP 

address 
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Let’s talk about SSL 

certificates 
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Screenshot from the User Guide for the Application Load Balancer 
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Screenshot from the bottom of the documentation for the ALB, showing that support for 

SNI (Server Name Indication) was added in 2017 
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Let’s talk about authenticating users 

with the ALB 
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Screenshot from the documentation for the ALB. The section on 

authenticating users is within the fifth chapter, entitled “Listeners”. 
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Let’s talk about the target group… 
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What on earth is “slow start mode”? 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

Screenshot from the documentation for the Application Load Balancer, showing (highlighted) 

slow start mode. 
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Ten facts about 

SSL 
1. SSL stands for “Secure Sockets Layers”. A 

number of SSL specifications were set out 

Michael Carter 
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in the 1990s, by a company called 

Netscape. 

 

2. Taher Elgamal has been described as the 

“father of SSL”. He was the chief scientist 

as Netscape Communications for three 

years (1995-1998). 
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 Father of SSL 
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3. SLL version 1.0 was never released 

 
It is in fact true that version 1.0 of SSL was never released 

because it had serious security flaws. Instead, version 2.0 

of SSL was released in February of 1995. 

 

 

4. SSL 2.0 has been deprecated 

 

In 2011, the decision was made to deprecate SSL 2.0. This 

is set out in RFC 6176. 
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Further reading on SSL 

 

 

 

https://bravelittletank.com/wp-content/uploads/2018/02/the-complete-guide-to-ssl-certificates-ebook.pdf
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http://euro.ecom.cmu.edu/resources/elibrary/epay/SSL.pdf
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DOI:10.13140/RG.2.1.2671.3044 

http://dx.doi.org/10.13140/RG.2.1.2671.3044
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I found the question below 

extremely annoying.  
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Surely, we should add an HTTPS listener if 

we want to only use HTTPS. Given that we 

will be asking any requests that come in to 

transform into HTTPS, if will be okay if we 

only have an HTTPS listener. 
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TPN 
21. Phenomenon1 – the tendency of X to Y. 

22. Phen2 – the tendency of X to Y. 

23. Phen3 – the tendency of X to Y. 

24. Phen4 – the tendency of X to Y. 

25. Phen5 – the tendency of X to Y. 

26. Phen6 – the tendency of X to Y. 

27. Phen7 – the tendency of X to Y. 

28. Phen8 – the tendency of X to Y. 

29. Phen9 – the tendency of X to Y. 

30. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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VPC 
 

 

There is a rough distinction maintained, between EC2 and VPC. The 

focus of the EC2 domain is matters related to compute. For example, 

information about instance types and EBS volumes. The focus of the 

VPC domain is more on networking. We cover packet-filterers such as 

the NACL here, as well as sub-networks and Classless Interdomain 

Routing block (“CIDR blocks”). To explain the below image, the icon 

for the EC2 service was originally an orange rectangle, so I’ve used this 

colour. Blue was somewhat arbitrary. 

 

Two domains to master 

You need to be aware of this distinction for two reasons. First, AWS 

currently maintain two documents: the EC2 user guide and the VPC user 

guide. You need to remember to search both as you solve problems as a 

professional. Second, each domain contains a substantial amount of 

material. If you forget that there are these TWO domains, you can make 

quite a large misconception about the quantity you have learned. 

You will find that many topics can quite easily be put in either 

the VPC domain or the EC2 domain. I will call this property OVERLAP. 

For example, AWS currently mention High Performance Computing 

(HPC) in the EC2 user guide only. However, Piper and Clinton (2021, 

Sybex) put this topic in their VPC chapter. Here is a second example. 

Security groups (SGs) ought to be discussed in EC2, since they protect 

EC2 instances. Yet SGs are often discussed in the VPC domain, perhaps 

so that they can be contrasted with NACLs (which act at the sub-network 

level). AWS currently have a section devoted to SGs in the VPC user 

guide. The point is that the two domains experience OVERLAP. 

But just because many topics get transferred between the two 

domains (EC2 and VPC)—this does not change the fact that the quantity 

we are dealing with is two domains, not one! Don’t let the property of 

OVERLAP tempt you into thinking that because you’ve mastered one 

domain, you’ve mastered both. In the COPMUTE (EC2) and 

NETWORK (VPC) domains, there’s a lot to learn, and it will take time 

for all the nitty issues to come out of the woodwork. My point is this: 

leaking into one another as they may be, please have two looming 

domains writ large in your mind, not one. 
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VPC 

EC2 

Matters relating to NETWORKING 

Matters relating to COMPUTE 
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 Module One – Basics and background 

   

   

   

 Module Two 

 1 Subnets 

 2 ENIs (Elastic Network Interfaces) 

 3 Route Tables 

  What is the default route? 

 4 NACLs 

   

   

 Module Three – Connect your VPC 

 1 Internet Gateways 

 2 Egress-only Internet Gateway 

 3 NAT Devices: 

• NAT Instances 

• NAT Gateways 

 Module Four – Monitoring 

 1  

 2  

 3  

 Module Five - Security 

 1 What is a security group (SG)? 

 2  

 3 Traffic mirroring 

 4 Hybrid Cloud Networking 
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Module 1 – Basics 

and background 

 

 
The preface “virtual private” is 

used for quite a few things. 

 

 

 

 

 

 

 

Virtual private 

cloud (VPC) 

Virtual private 

gateway 
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Virtual private 

network (VPN) 
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TPN 
31. Phenomenon1 – the tendency of X to Y. 

32. Phen2 – the tendency of X to Y. 

33. Phen3 – the tendency of X to Y. 

34. Phen4 – the tendency of X to Y. 

35. Phen5 – the tendency of X to Y. 

36. Phen6 – the tendency of X to Y. 

37. Phen7 – the tendency of X to Y. 

38. Phen8 – the tendency of X to Y. 

39. Phen9 – the tendency of X to Y. 

40. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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TPN 
41. Phenomenon1 – the tendency of X to Y. 

42. Phen2 – the tendency of X to Y. 

43. Phen3 – the tendency of X to Y. 

44. Phen4 – the tendency of X to Y. 

45. Phen5 – the tendency of X to Y. 

46. Phen6 – the tendency of X to Y. 

47. Phen7 – the tendency of X to Y. 

48. Phen8 – the tendency of X to Y. 

49. Phen9 – the tendency of X to Y. 

50. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
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Description of what term means here. 
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Connect your VPC 
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TPN 
51. Phenomenon1 – the tendency of X to Y. 

52. Phen2 – the tendency of X to Y. 

53. Phen3 – the tendency of X to Y. 

54. Phen4 – the tendency of X to Y. 

55. Phen5 – the tendency of X to Y. 

56. Phen6 – the tendency of X to Y. 

57. Phen7 – the tendency of X to Y. 

58. Phen8 – the tendency of X to Y. 

59. Phen9 – the tendency of X to Y. 

60. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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Module 4 

Monitoring 

 

TPN 
61. Phenomenon1 – the tendency of X to Y. 

62. Phen2 – the tendency of X to Y. 

63. Phen3 – the tendency of X to Y. 

64. Phen4 – the tendency of X to Y. 

65. Phen5 – the tendency of X to Y. 

66. Phen6 – the tendency of X to Y. 

67. Phen7 – the tendency of X to Y. 

68. Phen8 – the tendency of X to Y. 

69. Phen9 – the tendency of X to Y. 

70. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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Module 5 

Security 
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TPN 
71. Phenomenon1 – the tendency of X to Y. 

72. Phen2 – the tendency of X to Y. 

73. Phen3 – the tendency of X to Y. 

74. Phen4 – the tendency of X to Y. 

75. Phen5 – the tendency of X to Y. 

76. Phen6 – the tendency of X to Y. 

77. Phen7 – the tendency of X to Y. 

78. Phen8 – the tendency of X to Y. 

79. Phen9 – the tendency of X to Y. 
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80. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 

 

 

 

Bibliography 
 

I. Official 

II. Unofficial 

III. Critical 

IV. General 

 

 

I. Official 
 



144 
 

 

https://medium.com/awesome-cloud/aws-vpc-difference-between-internet-gateway-

and-nat-gateway-

c9177e710af6#:~:text=Internet%20Gateway%20(IGW)%20allows%20instances,IPs%2

0to%20access%20the%20internet.  

[Surname1] 
Smith, David (year). Title of Work Here. 1st Jan 2022. City: Publisher. 

Available at: 

<URL here>. 

 

[Surname1] 
Smith, David (year). Title of Work Here. 1st Jan 2022. City: Publisher. 

Available at: 

<URL here>. 

 

 

 

II. Unofficial 
 

 

[Surname1] 
Smith, David (year). Title of Work Here. 1st Jan 2022. City: Publisher. 

Available at: 

<URL here>. 

 

[Surname1] 
Smith, David (year). Title of Work Here. 1st Jan 2022. City: Publisher. 

Available at: 

<URL here>. 

 

 

III. Critical 
 

[Surname1] 
Smith, David (year). Title of Work Here. 1st Jan 2022. City: Publisher. 

Available at: 

<URL here>. 

 

[Surname1] 
Smith, David (year). Title of Work Here. 1st Jan 2022. City: Publisher. 

Available at: 

<URL here>. 

https://medium.com/awesome-cloud/aws-vpc-difference-between-internet-gateway-and-nat-gateway-c9177e710af6#:~:text=Internet%20Gateway%20(IGW)%20allows%20instances,IPs%20to%20access%20the%20internet
https://medium.com/awesome-cloud/aws-vpc-difference-between-internet-gateway-and-nat-gateway-c9177e710af6#:~:text=Internet%20Gateway%20(IGW)%20allows%20instances,IPs%20to%20access%20the%20internet
https://medium.com/awesome-cloud/aws-vpc-difference-between-internet-gateway-and-nat-gateway-c9177e710af6#:~:text=Internet%20Gateway%20(IGW)%20allows%20instances,IPs%20to%20access%20the%20internet
https://medium.com/awesome-cloud/aws-vpc-difference-between-internet-gateway-and-nat-gateway-c9177e710af6#:~:text=Internet%20Gateway%20(IGW)%20allows%20instances,IPs%20to%20access%20the%20internet


145 
 

 

 

 

IV. General 
[Surname1] 

Smith, David (year). Title of Work Here. 1st Jan 2022. City: Publisher. 

Available at: 

<URL here>. 

 

Pre-

configuration 

versus Essence 
 

Divide talk into two parts. First part is called WHAT IS 

THE CASE 

Second part is called WHAT IS NECESSARILY THE 

CASE. 

Say that before the second part you need to go away. Try 

some practice exams. Forget which firewall has which 

properties. Work up an appetite for the second video. 

 

There are two kinds of firewalls on AWS. The first is 

called a NACL and the second a Security Group. NACL 

just stands for Network Access Control List. 

Jeff Barr wrote an article in June 2010: 
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The article’s focus is building a three tier architecture. 

This is not our focus. However, it is helpful for us that 

Jeff Barr gives a recap of Security Groups, writing: 

A security group is a semi-stateful firewall (more on 
this in a moment) that contains one or more rules 
defining which traffic is permitted into an instance. 
Rules contain the following elements: 

• The permitted protocol (TCP or UDP) 
• The permitted destination port range (more on this 

in a moment, too) 
• The permitted source IP address range 

or originating security group 

SGs are rarely described as “semi stateful” in educational 
materials1. 

 

SPOT THE DIFFERENCE 

 

It’s very tempting to think that the rules in a Security 

Group reference domain names. For example, you have 

a group of instances in one SG. They are put in front of 

a network load balancer. Surely, you put the domain name 

 
1 Piper and Clinton write that ‘a security group acts as a stateful firewall’ 
(2021: 99). 
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of the NLB in the rules. But this is wrong: we put IP 

addresses in the rules of Security Groups. 

 

 

ENSURE SUFFICIENT PROTECTION 

It’s your job as a Solutions Architect to ensure sufficient 

protection. When you’re learning about AWS, it’s common 

to go through THREE differentiating features of SGs 

and NACLs: 

 

1. EFFECT 

NACLs can have ALLOW and DENY RULES; 

SGs only have ALLOW rules (“rules as relaxers”). 

 

2. STATEFULNESS 

SGs are stateful; NACLs are stateless. 

 

3. PROTECTEE 

SGs protect instances2; NACLs protect subnets. 

 

ESP (Ensure Sufficient Protection) stands for Effect, 

Statefulness and Protectee. Regarding (3) I want to add a 

note about why it is that these two protectors are able to 

find employment. 

I will mark the following words of Piper and Clinton 

(2021: 98) as E1: 

(E1) Every ENI must have at least one security 

group associated with it. 

 
2 The most important thing is instances; Ashish Patel’s famous article rightly 
only mentions instance. But they also protect ‘elastic load balancer listeners’ 
(Piper and Clinton 2021 p323).  
 
It is, however, important to point out that SGs cannot be associated with 
network load balancers. Neal Davis’s Digital Cloud Training has a mock exam 
question for SCS-01 that tests this subtlety. 
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So, ENIs demand security groups. This is how SGs gain 

employment. I believe this makes it acceptable to hold (in 

informal contexts, at least) that: 

Every EC2 instance must have at least one security 

group.  

This follows from another principle: an EC2 instance 

must have an ENI. Just like instances themselves, SGs 

must exist in a VPC. (An interesting question is Can an 

SG exist with zero instances as part of it?) 

Just as ENIs demand a Security Group, subnets demand a 

NACL. The VPC user guide states: 

(E2) Each subnet in your VPC must be 

associated with a [NACL].  

 

As well this issue about demanded association, we can ask 

two further questions about each protector: 

CAN IT MOONLIGHT? Can the firewall have 

more than one protectee? 

CAN IT BE A TEAM PLAYER? Can more 

than one firewall protect a particular protectee? 

Security Groups can certainly moonlight. I believe this 

explains the name; multiple instances can be united into 

one security group. 

Security Groups can also be team players. In other words, 

an SG can be part of a team of SGs protecting an 

instance3. The following question needs to be answered:  

Does an instance need to have multiple ENIs to 

achieve this? 

 
3 There was recently a discussion about this on a forum. It raises a question 
over how the combined set of rules is assessed. Crucially:  
 

If there is more than one rule for a specific port, we apply the most 
permissive rule. For example, if you have a rule that allows access to 
TCP port 22 (SSH) from IP address 203.0.113.1 and another rule that 
allows access to TCP port 22 from everyone, everyone has access to 
TCP port 22. 

 
See https://serverfault.com/questions/483938/multiple-ec2-security-groups-
permissive-or-restrictive  

https://serverfault.com/questions/483938/multiple-ec2-security-groups-permissive-or-restrictive
https://serverfault.com/questions/483938/multiple-ec2-security-groups-permissive-or-restrictive
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The user guide for VPC tells us: 

You can associate a network ACL with multiple 

subnets.  

 

However, a subnet can be associated with only one 

network ACL at a time. When you associate a 

network ACL with a subnet, the previous 

association is removed. 

 

So, NACLs can moonlight but cannot be team players. A 

NACL can be responsible for many subnets. If it is, it 

necessarily is the only NACL for all its subnets. A NACL 

never has to get along with other NACLs on the 

protection team for a subnet. 

 

Moonlighting is done by the masses; team-playing is 

more… touchy. Only SGs can form protection teams for 

single instances. Put another way: 

A subnet can have only one NACL associated with 

it. 

Piper and Clinton 2021: 101 
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Unfortunately, these features can appear arbitrary. For 

example, it just so happens that SGs are stateful. We 

therefore have to remember the three features by rote, 

and a student is to—essentially—get disciplined by 

practice questions until they finally stick. 

The point of this essay is to elucidate the Features. 

Elucidation involves reminding the reader of certain 

things, at the right time, such that the Features no longer 

appear arbitrary. They appear necessary. Following the 

elucidation, the problem of memorising the Features will 

be dissolved. 

 

THOUGHT NO. 1 – SUBNETS 

ARE NOT RESOURCES 

 

Consider what it is that each firewall protects. Security 

groups protect instances. These are virtual servers – they 

can be spun up and terminated easily in AWS. We can 

attach EBS volumes to instances; we can put databases 

on them; instances can constitute the WEB TIER of a 

three-tier stack; instances possess IPv4 addresses. 

What is a subnet? I have friends who explain 

subnets using an analogy. Just as you slice up a pizza, you 

can slice up a CIDR block. A CIDR block is a range of 

IP addresses, and you’re given one with every VPC. To 

make this CIDR block more manageable, we slice it up—

into subnets.  
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Subnet—subnetwork—is a range of potential IP 

addresses. When a subnet comes into existence, it’s not 

the case that a bunch of ACTUAL instances pop up. 

There are now, though, POTENTIALLY instances 

within that subnet.  

Instances are obligate parasites—they obliged to 

inhabit subnets. It’s impossible for instances to float 

free. To ask “have you got round to putting that 

instance in a subnet yet?” betrays a complete 

misunderstanding of the concept of an instance. 

So, instances are substantial things. Subnetworks 

are not. Subnets are ranges of IP addresses—they are 

ranges of POTENTIAL instances. 

 

 

First, let’s think about (3) PROTECTEE. In one sense, 

there’s not even a question to pose here. There’s going to 

be some firewall existing on the instance. AWS must call it 

something. We might say: 

Which firewall is called which, is just an accidental 

feature. It is what it is. The one on the instances is 

called a Security Group. Accept it. 

And if we ask, “why do Security Groups protect 

instances?” this is trivial. The answer is: that’s what it 

means to be a security group. AWS provided a stipulative 

definition of what Security Groups are. 

 

 

 

That being so, there’s still room to ask “why did they 

choose this name over other names?” Why SECURITY 

GROUP? When you could 

a) …mirror Network Access Control List, opting for 

Instance Access Control List. 
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b) …call it an EC2 Firewall. 

 

c) …avoid calling something that is one single thing, 

a GROUP! 

Another reason I ask the first question is that ACLs 

traditionally have objects, or resources, as their 

protectee. For example, in Active Directory, you have 

ACLs on files and directories. An instance has greater 

claim to being a RESOURCE than a subnet. So, if ACLs 

protect resources, the firewall at the instance level should 

be called an ACL. 

These are all quibbles about the necessity of (3) 

PROTECTEE. So, let’s address this first. 

We can address (c) immediately. Group of what? Group 

of instances. Many instances can be attached to an SG. To 

say that we have the same rules governing a set of 

instances, it’s very helpful to say they’re a group. We 

could even say the instances are a security group(!)4. The 

term “security group” is thus brutally minimalistic. 

NACLs protect subnets, which are more like 

containers. We can think of them as being larger than an 

instance. Grouping subnets according to security 

configuration is… not something that interests us. So, we 

have zero reason to call this firewall a Group. No grouping 

of subnets is possible or desirable. 

We’ve answered c now. We haven’t properly 

addressed (a) yet since we haven’t given a reason for not 

having the names mirror one another. (a) and (b) will be 

answered in the course of our next topic: why it has to be 

SGs which only have allow-rules. 

 

 

 
4 Frankly, I’m not certain whether it is so-called because we have a group of 
instances or a group of rules. It suits us here to consider it the former. 
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Now we zoom up to (1) EFFECT. One of the firewalls 

has BOTH allow and deny rules. This is the one we’ll call 

an Access Control List. Why?  

Firstly, you’re CONTROLLING access. And 

CONTROL involves the ability to reach for an ALLOW 

or DENY rule. So, to really be an Access Control List is 

to have both options in your armoury. (This is a nice 

heuristic at least…) 

Traditionally, ACLs were on objects such as files 

or directories. They use ACLs in Active Directory. The 

question was Which users are allowed to access this file? In fact, 

it’s strange, on reflection, that AWS are taking a 

SUBNET and treating it as if it’s an object. 

With those traditional ACLs on objects, there’s no 

traffic involved. It’s purely about objects accessible, or 

perceivable, by a user. Network traffic doesn’t come into 

it at all. If “ACL” has no suggestion of traffic, it certainly 

has no suggestion of being STATEFUL. And this 

property of “ACL” is extremely helpful for AWS. 

“ACL” is an excellent term for these outer firewalls. This 

is because these outer firewalls are not stateful. 

The term “ACL” flourishes for a second reason. 

In the traditional world, with ACLs and OBJECTS, you 

had this capability: 

 

 

 

 

 

 

 

 

 

 

Distinguishing for Denial (DfD) 

The capacity to distinguish one user and deny them 

access. 
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We need a term that implies DfD. That term is: ACL. It 

happens to be the case that Security Groups cannot DfD. 

You literally cannot create deny-rules on Security 

Groups. So, you certainly cannot DfD.  

Instances are resources. Yet we simply cannot call their 

firewall an ACL. That would imply a DfD capability. 

And this is a capability Security Groups lack. 

We’ve dealt with (1) EFFECT at this point. The 

firewall with CONTROL in its name has the choice: of 

ALLOW or DENY rules. And consider the firewall that 

has ONLY allow-rules. Because this neuters the firewalls 

of a DfD capacity, it would be irresponsible to call it an 

ACL. So, it cannot be the NACL that has ONLY allow-

rules. 

Notice how we’ve covered (3) PROTECTEE 

also. We’re progressively making the NECESSITY of 

ESP more vivid. One kind of firewall lacks DENY 

rules. Such a firewall simply cannot be called an ACL. 

This is because (1) ACLs are user-centric and they 

confer a DfD capacity on those who use them. (2) 

ACLs provide the full breadth of control (ALLOW and 

DENY) for that user. Clearly, to denote those inner, 

intelligent instance-firewalls as “ACLs” is 

inconceivable. 
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Now let’s move onto the second item in ESP, (2) 

STATEFULNESS. Security Groups are stateful. But 

why? Why does this firewall have to be the one that is 

stateful? 

Stateful firewalls monitor the state of open 

network connections. It is sometimes said that the firewall 

is intelligent or has a memory. It’s usually put in terms of 

keeping track of connections.5 

If a firewall is stateful, we don’t need bountiful 

bounded rules. Stateful firewalls keep it neat and tidy. 

They are smart and efficient. For example, suppose you 

add a rule that allows INBOUND traffic of a particular 

sort. You naturally then think: now I must add a rule for the 

outbound traffic. The security group says “No, relax”. It’s 

taken care of. 

It works the other way too. Suppose you add a 

rule allowing OUTBOUND traffic. You then think “I 

must let the traffic back in”. No, relax. You don’t. The 

firewall’s being stateful means that REPLY TRAFFIC is 

taken care of.  

 

Do not get confused. What we’re talking about here is 

not  

allowing some particular kind of traffic in both 

directions.  

To an observer, it might look as if this is all we are doing. 

But what you cannot observe is that the first traffic is a 

REQUEST and the second a RESPONSE. These 

concepts are indispensable to understanding statefulness. 

If you just think in terms of the direction of traffic, 

without contemplating its nature, you will fail to capture 

statefulness. 

 
5 For example, the entry for Stateful Firewall on Wikipedia says ‘a stateful 
firewall… individually tracks sessions of network connections traversing it’. 
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Consider an analogy. I order a book on Amazon.co.uk 

asking for it to be delivered through my letter box. The 

next day or so, someone shoves an envelope into my 

house. This is acceptable. 

Consider if we reverse the order of events: first they put 

a leaflet through my door, and then I’m supposed to go 

on their website. No! That’s cold calling. The change in 

the order of events changes everything. The identity of 

the initiator of the communication changes everything.  

Talk of REQUEST and RESPONSE is indispensable to 

understanding statefulness. To an observer, it’s merely 

bidirectional communication—but it’s more than this. 

We might say that Statefulness consists in this: 

 

 

 

 

 

 

What happens is that we define some positive event. This 

is an initial request, which is permitted. Then, we make 

arrangements for a follow-up to the event.  

That initial request is crucial. Statefulness is not merely 

making arrangements for reply traffic to: 

any requests that come in 

for example. Statefulness is in fact making arrangements 

for reply traffic to  

requests we’ve allowed 

This means that the initial request—the thing we 

arrange the follow up for—must not be out the blue. The 

initial request must be somewhat expected—it must be 

defined in a rule.  

If you think about it, the defining rule must be an 

ALLOW rule. If it was a deny rule, nothing happens. So, 

Statefulness (1) 

If we ALLOW [specific traffic 𝑥] to request something,  

then we’ll automatically make arrangements for the REPLY 

TRAFFIC. 
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there’s nothing for which to arrange the follow-up for. 

Therefore, the initial request must be described in an 

allow rule.  

Recall Statefulness (1). The first part stated: 

If we allow [specific traffic 𝑥]  

However, we don’t tend to selectively allow using 

NACLs. By ‘selectively allow’ I simply mean pinpointing 

entities, to allow them in. (This is the opposite of the DfD 

capacity.) NACLs certainly can do—NACLs have 

ALLOW rules for us to utilise. This gives NACLs a 

remarkable adaptability. They can DfD and DfA.  

I believe, however, that using NACLs to DfA is 

problematic. I am not yet fully able to express why, 

however I believe that it is conventional to use NACLs 

to DfD. My hypotheses about why this convention exists 

involve the speculations that 

(1) one subnet is likely to contain multiple instances.  

 
Collectively, the instances require a large amount 

(variety?) of traffic to be allowed into the subnet. Thus, 

DfA-ing would be inefficient and cumbersome. 

 

(2) Duplicating the DfA strategy on two, 

encapsulating firewalls, is pointless. 

 
Plus, it means we have to re-configure two firewalls 

every time we need to re-configure. 

 

(3) If we used a DfA strategy on the outer firewall (the 

NACL) at all, administrators might come to rely 

on it. 
 

They might allow their SGs to be extremely permissive, 

safe in the knowledge that the NACL blanket-bans 

traffic. 

 

(4) One item of traffic is harmless to one instance in 

the subnet while being harmful to the other. 
 

I don’t know it this is possible, especially as requests 

tend to be addressed to specific servers. Packets, or 
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whatever we’re talking about here, don’t “go for a 

gander” around the subnet. Anyhow, perhaps there’s 

something in this. 

If it is the case that using NACLs to DfA is problematic, 

then we won’t be defining ALLOW rules. Therefore, we 

won’t be   

ALLOWing [specific traffic 𝑥] to request 

something 

And if we’re not doing that, then there’s no point in 

having a capability to make arrangements for the reply 

traffic. In other words, there’s no point in being stateful. In 

stark contrast, SGs must DfA. They must “selectively 

allow” and so this is the only firewall where statefulness 

makes sense. 

 

 

 

NACL NAIVITE  

At some point in your AWS journey, you’ll be hit with 

NACL Naiveté. This involves a specific belief about 

NACLs, which is false. It creeps in by considering this: 

 

(1) If a firewall has ALLOW exclusivity  

 

then it blocks traffic by default. 

 

That looks compelling. Really, it’s only half-true with 

SGs. AWS configure their instances to CAPTURE THE 

DAY and exert themselves on the world.  

Their SGs configured with a bias for ACTION. We 

won’t be lounging about mulling over advice: the list of 

inbound rules is wiped clean. And there’s a NO-

HOLDING BACK outbound rule. Get out there! 

 

 



159 
 

 

 

 

 

 

 

 

 

 

 

 

 

So, if a firewall possesses ALLOW exclusivity, it doesn’t 

necessarily block traffic by default. Consider SGs. They 

allow all outbound traffic. 

However, the conditional above (1) is true for the 

inbound rules of SGs. For that reason, the conditional 

has some truth. The conditional therefore pops up again 

and again, and it leads to the following thought. 

 

(2) If a firewall lacks ALLOW exclusivity,  

 

then it doesn’t block traffic by default. 

 

This appears to be reasonable. It is in some ways the 

opposite of (1). 

Well, NACLs lack allow exclusivity. Therefore, it must 

be the case that they do not block traffic by default. 

That is, they’re very permissive. This is NACL Naiveté. 

 

However, the jump from (1) to (2) is a fallacy. Just 

because hosepipes result in puddles doesn’t mean that a 
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lack of hosepipes results in a lack of puddles. The jump 

was like this: 

(1) P → Q 

(2) ¬P → ¬Q 

P is “allow exclusivity” and Q is “denying by default”.  

 

However, NACLs don’t lack the property that is 

 Denying by default. 

It turns out there are many ways to skin the “deny by 

default” cat. There are many ways to achieve “default 

denial of traffic”.  

To explain how NACLs achieve it, let me quickly 

mention two bizarre things. 

First, every single NACL contains something 

remarkable. Tucked away at the bottom of the list of rules 

is an INDESTRUCTIBLE RULE. Like some sort of 

horcrux, it just list at the bottom of the list eternally. Oh, 

and it DENIES. Everything. 
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AWS call this indestructible rule the DEFAULT 

DENY. Normal NACL rules have a number; the 

DEFAULT DENY rule is given an asterisk instead. 
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Figure 15b. A captive Default Deny (colourised). So-called “default domestication” was made illegal in 

March 2013. 
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To this day, nobody has been able to spot a NACL 

lacking a Default Deny. So, that’s the first bizarre thing. 

All NACLs contain a Default Deny rule, denoted by an 

asterisk. 

The second bizarre thing is this. If you poke around 

your VPC while it still has that new-VPC-smell, you’ll 

notice a NACL sat in the corner. 

That’s right—AWS kindly pre-install a NACL ready to be 

used. This is very nice of them, because it means that if 

you launch any subnets, these subnets can go to this 

NACL in order to fulfil their DUTY to wear a NACL. 

You’re able to get things going quickly. 
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And what AWS kindly do is essentially “cover up” the 

default deny rule. They do this by inserting an ALLOW 

rule. This ALLOW rule overrides the DEFAULT 

DENY and allows all traffic into and out of the subnet. 
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The scary DEFAULT DENY still exists but it’s been 

covered up. There is a wide-ranging ALLOW rule laying 

over the top of it, preventing it from being effective. I call 

this rule that goes over the top the Apron Allow. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Apron Allow means that the pre-installed NACL is 

very permissive indeed. It allows everything in and out of 

the subnet. I’ve now explained the two bizarre things: (1) 

the DEFAULT DENY and the pre-installed, default 

NACL. 

 

The NACL being pre-configured in this way causes many 

educational AWS resources to simply state: 

 NACLs are default allow. 
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This is cute because it’s the exact opposite of SGs, which 

are default-deny. But it’s not necessarily true. 

You might create a NACL, to sit alongside the default 

one. If you do, things won’t quite be the same. The 

DEFAULT DENY rule will certainly lurk at the 

bottom of your created NACL.  

But they’ll be no Apron Allow. This means the 

indestructible DEFAULT DENY will not be 

overridden. Its negative power will be unleashed unto the 

world. The NACL will be more like default deny. 

We can now see why it is misleading to describing 

NACLs as default-allow. 

The Apron-Allow rule is a luxury reserved for the default 

NACL. Created—or custom—NACLs will not contain 

it. 

I told you there were many ways to skin the “default 

deny” cat. One way is to eliminate the very concept of a 

deny rule (as SGs do); another way is to have a 

DEFAULT DENY (as NACLs do). Don’t fall prey to 

NACL NACL Naiveté. 
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Two Explanatory Forces 

With the two AWS firewalls, there are two great 

explanatory forces. 
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It’s helpful to draw a distinction between the 

ESSENCE of the firewall and the way it’s been 

pre-configured. 

A feature is essential if you cannot remove it 

through configuration. For example, allow-

exclusivity is essential to SGs. Allow-exclusivity is 

what is means to be an SG. 

Some features, on the other hand, arise from the 

way the firewall has been configured—the way it 

happens to have been set up. Sometimes, it really 

is the firewall’s pre-configuration that does the 

explanatory work. We’ve seen two examples of 

this. NACLs are given the Apron Allow rule, and 

SGs are given a BIAS FOR ACTION. 

 

 

 

 

 

 

 

 

 

 

 

I believe it’s this distinction that should loom large 

in your mind: essence versus pre-configuration. 

They’re equally important explanatory forces. For 

example, sometimes the Allow-exclusivity of 

Security groups explains something. And 
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sometimes the statelessness of NACLs explains 

something. Explains what?  

• Explains why you need to choose a 

particular option on your SAA exam.  

• Explains why your architecture needs to be 

(re-)configured. 

 

Try to ask whether the essential nature of the 

firewalls is explaining things, or the firewall’s pre-

configuration. 

 

 

 

 

 

 

 

 

 

 

Most AWS education resources fail to make this 

distinction at all. Instead, the distinction at the 

forefront is that between: 

• Default allow and 

• Default deny. 

This is the distinction at the forefront. However, 

I believe that having this as the fundamental 

distinction can be misleading. Here is an example 
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of writers using Default-allow and default-deny as 

the fundamental distinction. Piper and Clinton 

(2021) write: 

By default, a security group will 

• deny all incoming traffic while  

• permitting all outgoing traffic. 

p36 

The SG only permits outgoing traffic because AWS 

have pre-configured it, installing a BIAS FOR 

ACTION rule (BfA). The SG certainly does the 

two things described. It denies so-and-so and 

allows such-and-such. But the former is achieved 

by the absence of any rules, the latter is achieved by 

the presence of a rule. This is quite an important 

difference. 

Two really quite different senses of “default” are 

run together here. Suppose you delete the BfA 

rule. It would follow that it would now be 

inappropriate to say the SG: 

 Permits all outbound traffic by default. 

Meanwhile, it will never cease to be appropriate to 

say that it: 

 Denies all inbound traffic by default. 

So, the first description ceased to be appropriate 

quite quickly, the second remains. Note how it 

would still be appropriate to say the SG “denies 

inbound traffic by default” even if you’ve added 

rules that allow in traffic. It remains appropriate 

because the firewall possesses Allow-exclusivity. 

Sure, a new SG will start its life permitting 

outbound traffic. But that doesn’t mean SGs have 
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an ongoing tendency to permit outbound traffic. 

Meanwhile SGs do have an ongoing tendency to 

deny traffic. So, the sentence above takes some 

very different properties and treats them as if their 

on an equal footing. This is just one example of 

what happens when the fundamental distinction 

between default-allow and default-deny. 

 

 

 
 

 

 

 

 

In a NACL rule, you can specify only a 

CIDR as the source or destination. This 

is unlike a security group rule, for which 

you can specify another security group 

for the source or destination. 

How can we remember this? 
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Internet Gateway 
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Egress-only Internet 

Gateway 

 

Have a look at this exam 

question: 
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NAT Devices 

NAT Instance NAT Gateway 

Richard Mortier explaining Network Address 

Translation (NAT) in this video. 

https://www.youtube.com/watch?v=01ajHxPLxAw&ab_channel=Computerphile


177 
 

 

What is the purpose of an 

NAT device? 

Why? 

 

 

 

 

 

 

 

 

 

 

At first, the private IP address of the NAT device is within the packet. 

 

But eventually, the IGW says “no mate, take that out”. And the public IP of the NAT 

device is put in instead. 

 

See page 111 of Piper and Clinton. 
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The NAT Gateway 

 

 

 

 

The Separate 

Subnet Principle 
They MUST reside in separate 

subnets. 
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The differing 

targets in the 

default routes. 
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The NAT 
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“A NAT Gateway is 

used for OUTBOUND 

traffic” 
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Allocate-address 

Associate-address 
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Describe-network-interfaces 
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TPN 
81. Phenomenon1 – the tendency of X to Y. 

82. Phen2 – the tendency of X to Y. 

83. Phen3 – the tendency of X to Y. 

84. Phen4 – the tendency of X to Y. 

85. Phen5 – the tendency of X to Y. 

86. Phen6 – the tendency of X to Y. 

87. Phen7 – the tendency of X to Y. 

88. Phen8 – the tendency of X to Y. 

89. Phen9 – the tendency of X to Y. 

90. Phen10 – the tendency of X to Y. 

 

Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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Relational Database 
Service 

 

 

 

 

 

 
Entreaty against 

Elevation  

(to Encrypted) 
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Master 

RR Encrypted 

Unencrypted RR 

𝑡1 𝑡2 

You CANNOT create an encrypted Read Replica (RR) 

from  

 

an unencrypted master DB instance. 
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You cannot even proceed by encrypting a snapshot! 

The third option from the top is marked as 

incorrect. 

Taken from Neal Davis’s Digital Cloud Training (accessed 2022). 

 

Can you think why? The idea is that you MUST create a new master. It is not enough 

to encrypt the snapshot (“instead of the master”, runs the thought). Think about it: 

the snapshot is just a representation (image, perhaps) of the original database—and 

that original master is not encrypted.  

I’m looking for the option that involves the 

creation of a distinct master! 
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If you want to EMBRACE ENCRYPTION, then you must 

do so from the beginning. 

 

You  cannot enable encryption after launch time for the master 

DB instance. 
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Pay attention to the 

distinction between: 

 

 

 

 

 

 

SNAPSHOTS 
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https://aws.amazon.com/blogs/aws/amazon-rds-announcing-read-replicas/
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We’ve now looked at two principles (or 

constraints) relating to RDS. The names I’ve 

given them are my own. These two 

CONSTRAINTS are: 

 

1. EEE 

Entreaty against elevation, 

to encrypted status 
 

This specifically concerns the creation of RRs 

from master instances 

 

2. EE 

The Embrace Encryption 

Principle 
 

A master RDS instance cannot switch to being 

encrypted. It must be encrypted from the 

offset. 
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AZ 
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Deployments 
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In the above question, the option I would probably go 

for (other than the correct one) would be the one that 

states: “create a new RDS DB instance from the 

encrypted snapshot”. We are told, in the explanation, that 

“this answer creates an encrypted DB instance but does 

not synchronize the data”. So, it really is essential that we 

have the synchronisation capability provided by AWS 

DMS. 
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Simple Notification 
Service 

 

 

 

 

 

 

 

 

 

 

 



217 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

“Asynchronously 

invoke” 

What does that even mean? 
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I really don’t like this question. I understand what 

synchronous replication is, and how it differs from 

asynchronously replication. But how do we 

“asynchronously invoke” a lambda function? What does 

it even mean to “asynchronously invoke” something. 

The fact is that Neal Davis, nor anyone else, ever divulges 

what a workflow actually is. No one explains what the 

necessary and sufficient conditions of a workflow are. 

And yet, that is what this question seems to hang on: the 

concept of a workflow. 
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TPN 
91. Phenomenon1 – the tendency of X to Y. 

92. Phen2 – the tendency of X to Y. 

93. Phen3 – the tendency of X to Y. 

94. Phen4 – the tendency of X to Y. 

95. Phen5 – the tendency of X to Y. 

96. Phen6 – the tendency of X to Y. 

97. Phen7 – the tendency of X to Y. 

98. Phen8 – the tendency of X to Y. 

99. Phen9 – the tendency of X to Y. 

100. Phen10 – the tendency of X to Y. 
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Glossary 
Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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UGR 
User 

Group 

Role 
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Jeff Wierer explaining how IAM policies work in 2015. 

https://www.youtube.com/watch?v=Du478i9O_mc&ab_channel=AmazonWebServices
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Becky Weiss giving a presentation in 2022 at the Reinvent conference, entitled 

“AWS Identity and Access Management (IAM) deep dive” 

https://www.youtube.com/watch?v=YMj33ToS8cI&t=4s&ab_channel=AWSEvents
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This question on Stack Exchange has a 

number of good sources on it: 
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STS 

 

 

A free guide produced by Stephen Kuenzli (click here) 

https://www.effectiveiam.com/
https://www.effectiveiam.com/
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I found this question to be quite difficult. The reason I 

selected the option involving an IAM policy is that the 

question explicitly stated that the thing we want to govern 

is IAM users. The explanation states “there is no specific 

targeting required”. But this is not a reason for not using 

a service. Services frequently require a plethora of 
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capabilities—my not needing a capability does not mean 

that I should not use the service. 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

[Steele 2024] 

 

TPN 
101. Phenomenon1 – the tendency of X to Y. 

102. Phen2 – the tendency of X to Y. 

103. Phen3 – the tendency of X to Y. 

104. Phen4 – the tendency of X to Y. 

105. Phen5 – the tendency of X to Y. 

106. Phen6 – the tendency of X to Y. 

107. Phen7 – the tendency of X to Y. 

108. Phen8 – the tendency of X to Y. 

109. Phen9 – the tendency of X to Y. 

110. Phen10 – the tendency of X to Y. 
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Description of what term means here. 
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Description of what term means here. 
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Description of what term means here. 
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The above question really annoyed me. I selected an 

option involving using Route 53. This DNS service has 

routing policies. One such policy is called the failover 

policy—this undoubtedly helps to increase availability. 

So, it is simply incorrect to say that using a failover policy 

will not help with our availability. 

The explanation simply says “we are trying to enable 

failover in CloudFront”. But this is begging the question. 

We didn’t (as a student answering the question) know that 

there was some strange prescription to stay with 

CloudFront exclusively. Why not use Route 53? 
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Chris Wheeler explaining SES to Jeff Barr in 2012 
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From an article by  Jeff [Barr 2023] about the vast AWS resources involved in Prime Day 2023  

Article [Barr 2012] explaining that SES can help deal with bounces. Sometimes, you will get a complaint from 

an ISP (Internet Service Provider) 
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Following this article from Barr, we got a very interesting article 

from Rohan Deshpande. It explains how to deal with these 

bounces and complaints. We can automate the removal of an 

address from our sender’s list. The code bit uses might look 

intimidating at first. Give it a minute to become clear. Deshpande 

chooses to use the .NET framework. 

 

Interestingly, the architecture of the solution involves combing 

SQS queues and SNS topics. The topic receives the bounces and 

complaints. (In fact, there is one topic for each.) Recall that SNS is 

a “push” model. It dumps messages into the world when it needs 

to. It is not a “pull” model – it is not a reservoir of messages waiting 

for you to draw upon them. 

For this reason, we need SQS. A queue is almost like a reservoir of 

messages. The messages stay there, stagnant and waiting. When we 

are ready, we can deal with the messages. Deshpande explains: 
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What are we to make of the above blogpost? This 

blogpost is helpful because it describes the relationship 

which SES has to Amazon WorkMail. SES is a sort of 

intelligent software that maintains everything needed for 

delivering email. We need to maintain a list of reputable 

IPs, we need to have policies for attempting to re-send 

failed emails, we might want to add banners to emails 

which come into an organization from outside etc. 

WorkMail, in contrast, “provides mailbox and calendar 

services”. WorkMail allows a complete solutions, 

providing a mailbox. SES doesn’t necessarily provide a 

mailbox – or rather, SES can be used with a range of 

different mailboxes. Indeed, Weir-Jones explains that: 

Traditionally, most customers used SES alongside their 

existing corporate mail systems, but did you know it’s 

possible to build a complete email service with SES at its 

core? In fact, it’s already been done – it’s known 

as Amazon WorkMail 

[Weir-Jones 2023] 

 

 

 

 

 

https://aws.amazon.com/workmail/
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SES manages the protocols that are involved in email. It 

is not WorkMail that directly receives information 

transmitted in the Simple Mail Transfer Protocol 

(SMTP). Rather, it is SES which maintains a list of 

destinations, which information can be sent to via 

SMTP: 

When a message arrives via SMTP, SES first 

interrogates a back-end directory to confirm that 

the message is destined for an SES customer. 

[Weir-Jones 2023] 

SES is then response for conducting some kind of query 

behind the scenes. SES needs to determine where to 

forward the email to, and so will consider the domain 

with which the email address is associated:  

it looks up how the customer’s domain is 

configured, or if it is a WorkMail customer 

domain.  

From there the message passes through the SES 

message scanner, where its content is evaluated 

for spam or malware, and a scoring indicator is 

added to the message headers.  

That score may result in the message being 

dropped altogether, or it may result in the 

message ultimately being delivered to a Junk Mail 

folder in a WorkMail mailbox. 

[Weir-Jones 2023] 

 

Email from Corey Quinn on 10th July 2023 
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So, we can see that SES assesses the email according to 

several criteria. If these criteria are met, then the email 

may end up being send to a WorkMail mailbox. 

What actually is a mailbox, in the context of Amazon 

WorkMail? We are told that: 

In practice a mailbox is a structured object format 

also within S3, but without raw S3 access because 

the storage is managed as a system resource 

within WorkMail instead of being owned by an 

end customer. 

[Weir-Jones 2023] 

The main contribution of this article is to emphasise 

that SES can be used along. SES can be used without 

WorkMail, and this can allow creative solutions. AWS 

Lambda can be used: 

There are a number of options which may take 

place while that message is in transit, however, 

and the SES framework supports those with its 

flexible routing options.  

For example, a very popular choice is for 

customers to trigger a transport rule powered by 

AWS Lambda for inbound and/or outbound 

messages. 

[Weir-Jones 2023] 

We are told that the “ingredients for success” in an email 

system are maintaining a good reputation so that you can 

send mail out and ensuring you only receive mail from 

those with decent reputations. We are told that the 

benefit of SES is that it can handle huge spikes in growth. 

We are told that: 

The classic on-premise enterprise use case, 

however, still runs the risk of overwhelming the 

capacity of the (single) mail server, either due to a 

malicious action by a sender or a huge increase in 

usage over a very short period of time.  
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SES absorbs those spikes automatically and has 

orders of magnitude more capacity than any typical 

on-premise deployment 

[Weir-Jones 2023] 

Crucially, the point made by Weir-Jones is that the 

measures built into the email protocols and standards are 

not sufficient to deal with these issues. Email protocols 

look like they can deal with the issue of being bombarded 

by emails – they allow for re-tries, for example. But this 

is not enough. You cannot rely on one server. You should 

use SES. 

 

 

Glossary 
MTA – Mail Transfer Agent 

SPF – Sender Policy Framework 

DKIM – Domain Keys Identified Mail 

DMARC – Domain-based Message 

Authentication, Reporting, and Conformance 
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CloudFormation 

 
 

 

 

 

 

 

 

 

 

  

CloudFront or CloudFormation? 

Some people get confused between the terms “CloudFormation” and 

“CloudFront”. Cloudfor-mation is about auto-mation. 

CloudFront bears the brunt of those incoming requests (using caching and so 

on). CloudFront’s edge locations get out there and do the dirty work of 

brining content close to customers. CloudFormation –to its elation—is well 

away from the front line. 

 

NOTE 
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Direct Connect 
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What on earth 

is BGP? 
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Scene from the film The Social Network, which shows Mark Zuckerberg 

using LiveJournal. Why is this important? Because LiveJournal was created 

by Brad Fitzpatrick, who is responsible for Memcached. 
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Look at all my notes on Redis 

and bring them here. 

 

 

 

 

 

 

 

 

 

 

Email from Corey Quinn on 1st April 2024 
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https://assets.amazon.science/33/9d/b77f13fe49a798ece85cf3f9be6d/amazon-dynamodb-a-scalable-predictably-performant-and-fully-managed-nosql-database-service.pdf
https://www.youtube.com/watch?v=yvBR71D0nAQ&ab_channel=AmazonWebServices
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Jaso Sorenson was one of the architects of DynamoDB. Above he explains how it works at Reinvent 
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Figure 2 From a piece by Adam Lith and Jakob Mattsson 

https://publications.lib.chalmers.se/records/fulltext/123839.pdf
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Introducing 
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On demand 

mode 

Provisioned 

mode 

You can switch between 

provisioned and on-demand 

mode only once every 24 hours. 
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What on earth are “read 

capacity units”? 

 

 
What on earth is a “secondary 

index”? 

 

What is the difference 

between a SCAN and 

QUERY? 

 
What on earth is a “secondary 

index”? 
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What on earth is “Global 

Tables”? 
This is a feature of DynamoDB that allows you to replicate your 

table across multiple Regions. Clearly, this is somewhat similar to 

the “Multi-AZ” feature within RDS. But note how this is at the 

Region level, not the AZ level. 

We’re told: 

A global table is a collection of replica tables, and 

a global table can have only one replica table per 

region. Whenever you write an item to a replica 

table, it’s replicated to replica tables in other 

regions. 

Piper and Clinton 2021, p158 

 

Secondary index 

Global Local 
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Is “Global Tables” designed 

to optimize performance, or 

help with failover? 

 
We talk about “replica tables”, and usually when we talk 

of “replicas”, this is about fully functioning entities that 

improve performance. If these tables were merely on 

standby, ready to be failed over to, we would call them 

“standbys” or something. So, I think we can be certain 

that this “global tables” feature helps with performance. 

However, I do think it brings a benefit in terms of failover 

as well. Similar to the Amazon Aurora feature known as 

“multi-master”, it may be that “global tables” removes 

the need for any failover to occur. We have a presence in 

multiple regions, so if a table houses in one AZ goes 

down, this is not a problem. Notice how Piper and 

Clinton (2021) introduce this feature by talking about 

availability (not, say, performance). They write: 

To improve availability, you can use global 

tables to replicate a table across multiple regions. 

Piper and Clinton, p. 158 

 

 

 

 

 

 

 

 

https://qconsf.com/presentation/oct2022/amazon-

dynamodb-evolution-hyper-scale-cloud-database-service  

https://qconsf.com/presentation/oct2022/amazon-dynamodb-evolution-hyper-scale-cloud-database-service
https://qconsf.com/presentation/oct2022/amazon-dynamodb-evolution-hyper-scale-cloud-database-service
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Amazon DynamoDB now simplifies and lowers 

the cost of handling failed conditional writes 

Posted On: Jun 30, 2023 

Amazon DynamoDB now simplifies and lowers the cost of 
handling failed conditional writes by providing a copy of the item 
as it was during the failed write attempt. This lets you easily 
determine the cause of the condition error and then respond to 
failed conditional writes without having to perform a separate read 
operation to retrieve the item. 

Previously, condition check errors in single write operations did 
not return a copy of the item in the event of a condition check 
error. A separate read request was necessary to get the item and 
investigate the cause of the error. Now with the 
ReturnValuesOnConditionCheckFailure parameter, DynamoDB 
error messages can include a copy of the item as it was during 
the write attempt at no additional cost. 

The new parameter is available in all AWS Regions and 
supported in all the AWS SDKs, the DynamoDB APIs, the AWS 
CLI, and PartiQL for DynamoDB. To get started, add the 
parameter to your PutItem, UpdateItem, or DeleteItem operations 
and set the value to ALL_OLD. To learn more about condition 
checks, please see the following page. 

 

 

 

 

 

 

 

 

 

Let’s understand this announcement 

What is a “conditional write”? A conditional write is a write 

which only occurs if certain conditions are met. The User Guide 

for DynamoDB tells us: 

To manipulate data in an Amazon DynamoDB table, 

you use the PutItem, UpdateItem, 

and DeleteItem operations. (You can also 

use BatchWriteItem to perform 

Email from Corey Quinn on 10th July 2023 

https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_Operations_Amazon_DynamoDB.html
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multiple PutItem or DeleteItem operations in a single 

call.) 

For these data manipulation operations, you can 

specify a condition expression to determine which 

items should be modified. If the condition expression 

evaluates to true, the operation succeeds; otherwise, 

the operation fails. 

So, there are a number of API calls which are used to manipulate 

data in a DynamoDB table. These are PutItem, UpdateItem, and 

DeleteItem. You can make it so that these operations only succeed 

if certain conditions are met. 

This articulation of certain conditions is known as a condition 

expression. So, what are some examples of conditions which we 

might install? 

Before we look at an example, we need to understand something 

about the PutItem operation. This operation tries to reduce 

replicas. It attempts to preserve uniqueness. It tries to keep things 

clean (like a golfing clubhouse – putting). Thus: 

The PutItem operation overwrites an item with the 

same primary key (if it exists).  

This is radical behaviour. It means that if two items differ in 

terms of all of their attributes, save for the primary key, then 

they will be treated as identical. Clearly, you might want to 

avoid this. We can achieve this by specifying a condition 

which must be met if the operation is to succeed: 

If you want to avoid this, use a condition expression.  

This allows the write to proceed only if the item in 

question does not already have the same primary key. 

Let’s bring that point out. The write will proceed only if the 

primary key differs (‘does not already have the same primary 

key’). If the primary key is the same, the write will not occur. 

The item will remain as it was. 
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Without the condition installed, if the item to be written had 

the same primary key as another item, the latter would be 

overwritten. With the condition installed, the overwrite 

would not occur. 

 

 

 

 

 

 

Now let’s reconsider the announcement. Presumably, a failed 

conditional write is a write which does not succeed. It does not 

succeed because one of the conditions was not met. 

Thus, it would be helpful to know which condition was not met. 

And this is what we are getting with this new feature – knowledge 

of what condition is not met. Previously, you could only infer why 

the write failed by doing a separate read request: 

Previously, condition check errors in single write 

operations did not return a copy of the item in the event of 

a condition check error.  

A separate read request was necessary to get the item 

and investigate the cause of the error. 

 

 

Introducing the AWS .NET 

Distributed Cache Provider for 

DynamoDB 

Posted On: Jul 7, 2023 

We are happy to announce the preview release of the AWS .NET 
Distributed Cache Provider for DynamoDB. This library enables 
Amazon DynamoDB to be used as the storage for ASP.NET 
Core’s distributed cache framework.  

A cache can improve the performance of an application; an 
external cache allows the data to be shared across application 
servers and helps to avoid cache misses when the application is 
restarted or redeployed. Customers can now use DynamoDB 

https://github.com/awslabs/aws-dotnet-distributed-cache-provider
https://github.com/awslabs/aws-dotnet-distributed-cache-provider
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tables to cache their session state using ASP.NET Core’s 
distributed cache framework.  

Get started by installing the AWS.DistributedCacheProvider 
package from NuGet.org. It is open sourced, and we welcome 
community contributions! To learn more, go to our blog post, visit 
our GitHub page and our developer documentation.   

 

Let’s understand this announcement 

First of all, what is .NET? This is pronounced “dot net”. This is a 

software framework developed by Microsoft. The project is 

mainly developed by Microsoft employees. The term .NET 

Framework is no longer used, and now it is simply known as 

.NET. 

The .NET platform fully supports C# and F# as well as Visual 

Basic. 

There are many versions of .NET. For example, .NET 7 was 

released in August 2022. We saw .NET 5 released in November 

2020. 

What is ASP.net? This is a framework for developing web 

applications. It was first released in January 2002. ASP.net was 

initially released as part of version 1.0 of the .NET Framework. 

Wikipedia tells us that: 

ASP.NET is an open-source,[2] server-side web-

application framework designed for web development to 

produce dynamic web pages.  

It was developed by Microsoft to allow programmers to 

build dynamic web sites, applications and services. The 

name stands for Active Server Pages Network Enabled 

Technologies. 

So, now that we understand what .NET and ASP.net is, we 

should be in a better position to understand this announcement. 

This announcement is for those people who build web 

applications using ASP.net, and need some sort of database to 

store the data of the application. The database which they use is 

DynamoDB: 

The AWS .NET Distributed Cache Provider provides an 

implementation of the ASP.NET Core 

interface IDistributedCache backed by Amazon 

DynamoDB.  

https://aws.amazon.com/blogs/developer/introducing-the-aws-net-distributed-cache-provider-for-dynamodb-preview/
https://github.com/awslabs/aws-dotnet-distributed-cache-provider/blob/main/README.md
https://en.wikipedia.org/wiki/Open-source_software
https://en.wikipedia.org/wiki/ASP.NET#cite_note-2
https://en.wikipedia.org/wiki/Server-side_scripting
https://en.wikipedia.org/wiki/Web-application_framework
https://en.wikipedia.org/wiki/Web-application_framework
https://en.wikipedia.org/wiki/Web_development
https://en.wikipedia.org/wiki/Dynamic_web_page
https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/Programmer
https://en.wikipedia.org/wiki/Web_site
https://en.wikipedia.org/wiki/Web_application
https://en.wikipedia.org/wiki/Web_service
https://docs.microsoft.com/en-us/aspnet/core/performance/caching/distributed
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This above extract is from the GitHub repository. Let’s break it 

down. A cache is simply a store of data, kept closer to the user, 

and usually containing a subset of the data in the database. The 

subset consists of those items which are more likely to be 

requested. 

What is a distributed cache? Wikipedia tells us that: 

In computing, a distributed cache is an extension of the 

traditional concept of cache used in a single locale. A 

distributed cache may span multiple servers so that it can 

grow in size and in transactional capacity. It is mainly 

used to store application data residing in database and 

web session data. 

So, it seems that if you use .NET on AWS, then there is a way to 

achieve a distributed cache. Indeed, Chitikesi explains that: 

Caching works by storing data that is accessed frequently 

but changes infrequently – e.g., static data from an API – 

in a high-read, performance data store known as the 

cache. ASP.NET Core provides several ways to 

incorporate caching into your applications. 

[Chitikesi 2022] 

ASP.NET Core provides multiple ways to build a cache. 

Presumably, not all these ways involve a distributed cache. 

Nevertheless, if you do want to use a distributed cache, then this 

is possible: 

The recommended approach to cache data in a web server 

farm for ASP.NET Core web applications is to use 

distributed caching.  

A distributed cache is maintained as an external service 

separate from your application servers. It enables 

independent scaling of your application and cache 

environments, improves fault tolerance, and ensures 

availability of cached data across deployments and server 

restarts in load-balanced environments. 

[Chitikesi 2022] 

Perhaps trying to be reminiscent of Apple branding, or the movie 

iRobot, the interface is known as IDistibutedCache. 

Distributed caches in ASP.NET Core implement 

the IDistributedCache interface.  

Two implementations are provided with .NET Core: the 

SQL Server Distributed Cache and the Redis Distributed 

Cache.  

https://en.wikipedia.org/wiki/Computing
https://en.wikipedia.org/wiki/Cache_(computing)
https://en.wikipedia.org/wiki/Locale_(computer_hardware)
https://en.wikipedia.org/wiki/Database
https://en.wikipedia.org/wiki/Session_(computer_science)
https://docs.microsoft.com/en-us/aspnet/core/performance/caching/distributed?view=aspnetcore-6.0
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In the following sections, we will step through 

implementing a SQL Server Distributed Cache backed by 

an Amazon RDS for SQL Server database and a Redis 

Distributed Cache backed by Amazon ElastiCache for 

Redis. 

Here, Chitikesi tells us that we might use Redis to implement a 

distributed cache. Alternatively, we might use SQL Server to 

implement a distributed cache. SQL Server is a Microsoft product. 

 

 

 

 

Announcing DynamoDB local version 2.0 

Posted On: Jul 5, 2023 

Today, Amazon DynamoDB local, a local downloadable version of 
Amazon DynamoDB, has migrated to use the jakarta.* 
namespace. This latest version allows Java developers to use 
DynamoDB local to work with Spring Boot 3 and frameworks such 
as Spring Framework 6 and Micronaut Framework 4 to build 
modernized, simplified, and lightweight cloud native applications. 

You can develop and test applications by running DynamoDB 
local in your local development environment without incurring any 
additional costs. DynamoDB local does not require an internet 
connection and it works with your existing DynamoDB API calls. 
DynamoDB local is free to download and available for macOS, 
Linux, and Windows. Get started with the latest version by 
downloading it from “Deploying DynamoDB locally on your 
computer”. To learn more, see Setting Up DynamoDB Local 
(Downloadable Version). 

 

 

 

 

 

 

 

 

 

 

Email from Corey Quinn on July 10th 2023 

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.DownloadingAndRunning.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.DownloadingAndRunning.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
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Amazon DynamoDB introduces configurable maximum 

throughput for On-demand tables 

Posted On: May 3, 2024 

Amazon DynamoDB on-demand is a serverless, pay-per-request 
billing option that can serve thousands of requests per second 
without capacity planning. Previously, the on-demand request rate 
was only limited by the default throughput quota (40K read 
request units and 40K write request units), which uniformly 
applied to all tables within the account, and could not be 
customized or tailored for diverse workloads and differing 
requirements. Since on-demand mode scales instantly to 
accommodate varying traffic patterns, a piece of hastily written or 
unoptimized code could rapidly scale up and consume resources, 
making it difficult to keep costs and usage bounded. 

Starting today, you can optionally configure maximum read or 
write (or both) throughput for individual on-demand tables and 
associated secondary indexes, making it easy to balance costs 
and performance. Throughput requests in excess of the maximum 
table throughput will automatically get throttled, but you can easily 
modify the table-specific maximum throughput at any time based 
on your application requirements. Customers can use this feature 

https://aws.amazon.com/dynamodb/
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for predictable cost management, protection against accidental 
surge in consumed resources and excessive use, and safe 
guarding downstream services with fixed capacities from potential 
overloading and performance bottlenecks. 

On-Demand throughput is available in all AWS Regions. 
See Amazon DynamoDB Pricing page for on-demand pricing. 
See the Developer Guide to learn more. 
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Trusted Advisor 
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AWS Trusted Advisor adds new checks 

for Amazon EFS 

Posted On: Jun 5, 2023 

AWS Trusted Advisor has launched two checks for Amazon 
Elastic File System (EFS). AWS Trusted Advisor evaluates your 
AWS account with automated checks and provides cloud 

A link to the article shown was provided in Corey Quinn’s email on 22nd August 2022 

https://aws.amazon.com/efs/
https://aws.amazon.com/efs/
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optimization recommendations to reduce costs, improve 
performance, increase security and fault tolerance, and monitor 
service quotas. 

The fault tolerance check for Amazon EFS No Mount Target 
Redundancy checks if mount targets exist in multiple Availability 
Zones. The performance check for Amazon EFS Throughput 
Mode Optimization checks to determine if your Amazon EFS file 
system is not configured to use Elastic, or Provisioned 
Throughput mode. The checks are available in all commercial 
Regions. 

AWS Premium Support customers can access the fault tolerance 
checks from the AWS Trusted Advisor Console, or via the AWS 
Support API. For more information please visit the AWS Trusted 
Advisor webpage and the documentation site for a complete list 
of check references. 

 

 

 
 

 

 

Email from Quinn on 12th June 2023 

http://console.aws.amazon.com/trustedadvisor/
https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awssupport/latest/APIReference/Welcome.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
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https://aws.amazon.com/blogs/aws/aws-trusted-

advisor-new-priority-

capability/?ck_subscriber_id=1560524742  

 

 

 

TPN 
111. Phenomenon1 – the tendency of X to Y. 

112. Phen2 – the tendency of X to Y. 

113. Phen3 – the tendency of X to Y. 

114. Phen4 – the tendency of X to Y. 

115. Phen5 – the tendency of X to Y. 

116. Phen6 – the tendency of X to Y. 

117. Phen7 – the tendency of X to Y. 

118. Phen8 – the tendency of X to Y. 

119. Phen9 – the tendency of X to Y. 

120. Phen10 – the tendency of X to Y. 

 

Glossary 

https://aws.amazon.com/blogs/aws/aws-trusted-advisor-new-priority-capability/?ck_subscriber_id=1560524742
https://aws.amazon.com/blogs/aws/aws-trusted-advisor-new-priority-capability/?ck_subscriber_id=1560524742
https://aws.amazon.com/blogs/aws/aws-trusted-advisor-new-priority-capability/?ck_subscriber_id=1560524742
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Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 

 

Term3 
Description of what term means here. 
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Storage Gateway 
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Photograph provided on the AWS website of the AWS Storage Gateway 

hardware appliance 
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 Comparison with FSx 

AWS announced their “Storage Gateway” service in 2012. Note that in 

2018 they’re going to announce something called FSx. The “FS” stands 

for filesystem and the “x” simply denotes that many different 

filesystems are going to be provided for. For example, some values of 

the “x” include the Lustre file system and Microsoft Windows. 

Why was FSx required? Well, Storage Gateway is for hybrid 

architectures, which are partly on-premises and partly in the cloud. The 

idea seems to be that FSx filesystems are entirely within the cloud. 

NOTE 
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iSCSI 
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Ten facts about iSCSI 

 
iSCSI stands for “Internet Small 

Computer Systems Interface”. 

 

1. It is a continuation of SCSI 

SCSI is just the plain old “small computer systems 

interface”. This was a protocol designed for 

communication with storage. The main competitor to 

“Small Computer Systems Interface” is Fibre Channel. 

SCSI uses TCP/IP as the basis for transport. The idea is 

that “Small Computer Systems Interface” commands are 

encapsulated in a TCP/IP packet. 

 

 

2. The original specification is RFC 

3720 

 

3. iSCSI is a request-response 

protocol 

This means that there can be no response until there is a 

request. “Initiators” are where requests are created; 

“targets” are where requests are serviced. These two 

components—iSCSI initiator and iSCSI target—

communicate with one another. 

The original SCSI does not use requests. Instead, it uses 

commands. “SCSI commands” are transmitted as “iSCSI 
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requests”. “SCSI responses” and “SCSI status messages” 

are transmitted at iSCSI responses. 

 

4. Clients and servers have different 

names in iSCSI 

A server in an iSCSI storage network is in fact called the 

“iSCSI target node”. Such an iSCSI Target can provide 

one or more logical units (LUs). The following forms of 

target are available for the “Internet Small Computer 

Systems Interface”: 

1. As hardware, as iSCSI Storage Arrays 

2. As software, as iSCSI Target software for 

installation on a standard server 
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D://1%20-%20Seagate%20Dashboard%202.0/JACK/Sam/Backup/Emergency%20videopad%20dump/0%20-%20CONCENTRIC/Books/2%20-%20Firmament/2012/Storage%20gateway/Features20of20the20iSCSI20protocol.pdf
https://www.amazon.co.uk/iSCSI-Universal-Storage-Connection/dp/020178419X/ref=sr_1_1?crid=1DL8ZBITJGV6M&keywords=iscsi+the+universal+storage+connection&qid=1663590382&sprefix=iscsi+the+universal+storage+connection%2Caps%2C134&sr=8-1
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The Haifa research laboratory in Israel 
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Simple Workflow 

 

What is a workflow? 
It we look this up in older dictionaries, we will not find an entry for 

“workflow”. This is a newer term.  

“Flow” is considered a good thing, and “work” a bad thing. 

Therefore, the proved very useful to marketers, since it suggests 

that their product can remove work. 

The Internet is now littered with articles purporting to explain what 

a “workflow” is. You will be told that a workflow is a sequence of 

activities. 

This isn’t very helpful. I want you to consider getting children ready 

for school in the morning; the rise of Nazism in Germany in the 

1930s; the mating rituals performed by White-spotted pufferfish; 

and the entire life of Jeffrey Bezos. All of these things could be 

described as “sequences of activities”. So, can we do better in 

defining a WORKFLOW? 
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Intricate sand art produced by the White-spotted pufferfish 
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Your Workers and your Deciders can be written in the 

programming language of your choice, and they can run in the 

Balan Subramanian explaining how Simple Workflow (SWF) works, in 2012 

https://www.youtube.com/watch?v=y7Mff1ceypo&ab_channel=AmazonWebServices
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cloud (e.g. on an Amazon EC2 instance), in your data center, or 

even on your desktop. You need only poll for work, handle it, and 

return the results to Simple Workflow. In other words, your code 

can run anywhere, as long as it can  “see” the Amazon Simple 

Workflow HTTPS endpoint. This gives you the flexibility to 

incorporate existing on-premise systems into new, cloud-based 

workflows. Simple Workflow lets you do “long polling” to reduce 

network traffic and unnecessary processing within your code. 

With this model, requests from your code will be held open for up 

to 60 seconds if necessary. 

Barr 2012 

 

 

 

In order to make it even easier for you to get started with Amazon 

Simple Workflow, the AWS SDK for Java now includes the 

new AWS Flow Framework. This new framework includes a 

number of programming constructs that abstract out a number of 

task coordination details. For example, it uses a programming 

model based on Futures to handle dependencies between tasks. 

Initiating a Worker task is as easy as making a method call, and 

the framework takes care of the Workers and the Decision Tasks 

behind the scenes. 

 

Barr 2012 

Now, some critical analysis from [Forrester 2012]: 

So Amazon is obviously looking for large scale and 
transaction throughput. Indeed, this is a significant 
addition to the business process management (BPM) 
landscape. If nothing else, the move should rattle the 
cages of the relatively high-cost model incumbent BPM 
players. I haven’t done a detailed cost analysis, but my 
perception is that this is potentially an order of magnitude 
(or two) cheaper than some of the existing cloud offerings 
out there. Vendors such as Cordys, Appian, and even the 
likes of IBM and salesforce.com will need to look at the 
implications of this carefully. 

But while it initially sounds like great news for customers, 
the devil is in the details. As I was trying to wrap my head 
around it, the descriptions seemed to ask more questions 
than they answered — until I realized that it is primarily a 
programming extension framework to AWS. That is, SWF 
requires relatively strong programming knowledge and 
deep IT understanding to configure and use. Of course, it 

http://aws.amazon.com/ec2
http://aws.amazon.com/swf/flow
http://en.wikipedia.org/wiki/Futures_and_promises
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probably only makes sense if you are leveraging the rest of 
the AWS platform. 

Having discussed this a little internally, we think this 
offering is light years away from a BPM product and 
doesn’t address many existing BPM barriers — which are 
not about technology to begin with. “BPM” and 
“workflow” are not the same thing. 

But we can see how emerging vendors of low-cost or 
open source BPM or other tools could leverage this 
platform to create distributed applications that meet 
business process needs. But my sense is that SWF is way 
beyond the average “power user” business analyst. 

Perhaps all that is intentional; the real market they are 
trying to create is to make Amazon the cloud platform for 
the orchestration of other in-house BPM tools and 
applications. That would make sense. So perhaps the 
opportunity here is for BPM players to develop interfaces 
to each other through this sort of interface. I am sure 
there are plenty of vendors exploring that idea right now. 

[Forrester 2012] 

 

AWS Simple Workflow(SWF) from Amazon is a unique 

workflow solution comparing to traditional workflow products 

such as JBPM and OSWorkflow. SWF is extremely scalable and 

engineer friendly(in that flow is defined with Java code) while it 

comes with limitations and lots of gotchas.  

[Jiaqi 2012] 
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Dddd 
Cadence vs SWF 

Cadence was conceived and is still led by the original tech leads of 
the SWF. 

This man is called Kees van Hee. We pronounce “Kees” similar to the English noun “case” (as in suitcase). Kees 

van Hee was a professor of computer science and based in the Netherlands. 
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SWF had no new features added for the last 5 years. Cadence is 
open sourced and is under active development. 

Cadence was initially based on SWF public API. It uses Thrift and 
TChannel for communication and SWF uses AWS version of REST. 

Currently the API is not compatible with SWF as Cadence added a 
large number of new features and deprecated a few problematic 
ones. We are planning migrating to gRPC later this year. 

Cadence can potentially run on any database that supports single 
shard multi-row transactions as a backend. Currently it supports 
Cassandra and MySQL. 

SWF has pretty tight throttling limits. Cadence scales very well 

with use cases in production that require 100s of millions of open 
workflows and thousands of events per second. 

SWF has pretty tight limits on individual payloads and number of 
events. For example maximum activity input size is 32k. Cadence 
currently has 256k limit. SWF history size limit is 10k events while 
Cadence limit 200k. All other limits are also higher. 

Cadence has no limit on the activity and workflow execution 
duration. 

Cadence through archival supports unlimited retention after a 
workflow closure. 

SWF has Java and Ruby client libraries. Cadence has Java and Go 
client libraries. 

SWF Java library is fully asynchronous and relies on both code 

generation (through annotation processor) and AspectJ. It is hard 
to set up, doesn't play well with IDEs and has very steep learning 
curve. Cadence Java library (as well as Go one) allow writing 
workflows as synchronous programs which greatly simplifies the 
programming model. It also just a library without any need for 
code generation or AspectJ or similar intrusive technologies. 

Cadence client side libraries have much better unit testing support. 

For example the Java library utilizes an in-memory implementation 
of the Cadence service. 

Cadence features that SWF doesn't have: 

Workflow stickiness. SWF replays the whole workflow history on 
every decision. Which means that a workflow resource usage is 
proportional to O(n*n) of number of events in the history. Cadence 

caches workflows on a worker and delivers only new events to 
them. The whole history is replayed only when a worker goes down 
or the workflow gets out of cache. So Cadence workflow resource 
usage is O(n) of number of events in the history. For large 
workflows it makes a huge difference. It also leads to higher per 
workflow scale. For example it is not recommended to have 
workflows that execute over a hundred activities in SWF. Cadence 

routinely executes workflows that have over thousand activities or 
child workflows. 

Query workflow execution. It allows synchronously get any 
information out of a workflow. An example of a built-in query is a 
stack trace of a running workflow. 

Cross region (in AWS terminology) replication. SWF in each region 
is fully independent and if the regional SWF is down all workflows 

in the region are stuck. Cadence supports asynchronous replication 
across regions. So even in the event of a complete loss of a region 
the workflows continue execution without interruption. 
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Server side retry is an ability to retry an activity or a workflow 
according to an exponential retry policy without growing the 
history size. 

Reset is an ability to restart a workflow from any point of its 

execution by creating a new run and copying a part of the history. 
For example the reset is used to automatically roll back workflows 
to the point before a bad deployment that was rolled back. 

Cron is an ability to schedule a periodic workflow execution by 
passing cron string to the start method. 

Local activity is a short activity that is executed in the context of a 
decision. It uses 6x less DB operations that a normal activity 

execution. 

Long poll on history allows to efficiently watch for new history 
events and is also used for efficiently waiting for a workflow 
completion. 

Cadence uses the elastic search for visibility. Soon it is going to 
support complex searches across multiple customer defined 

columns which is far superior to the tag based search SWF 
supports. 

If decider constantly fails during a decision SWF records a few 
events on every failure eventually growing the history beyond the 
limit and terminating a workflow. Cadence supports transient 
decision feature that doesn't grow history on such failures. It 
allows continuing workflows without a problem after the fix to the 

workflow code is deployed. 

Cadence provides command line interface 

Cadence Web is open sourced and is much nicer than the SWF 
console. 

Cadence supports local development through unit testing as well as 
using local docker container that contains the full implementation 
of the Cadence service and the UI. 

Cadence doesn’t yet have activity and workflow type registration. 
The advantage is that changes to activity or workflow scheduling 
options do not require version bumps that affect clients. 
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Two Years with Amazon 

Simple Workflow (SWF) 
Posted on June 18, 2016 

 

June 12 mark two years of us using Amazon Simple Workflow 
Service (SWF) in production, and I thought I’d share the 
experience. 
First, let’s get this out of the way: 

What is SWF not? 
▪ SWF does not execute any code. 
▪ SWF does not contain the logic of the workflow. 
▪ SWF does not allow you to draw a workflow or a 

state machine. 

So what is it? 
SWF is a web service that keeps the state of your workflow. 
That’s pretty much it. 
 

What are we using it for? 

https://kobikobi.wordpress.com/2016/06/18/two-years-with-amazon-simple-workflow-swf/
https://aws.amazon.com/swf/
https://aws.amazon.com/swf/
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Our project is based on C#. We are using the AWS API directly 
(using the .Net SDK). 
If you are using Java Or Ruby amazon provider a higher level 
library for SWF called Flow Framework. For C#, I wrote what I 
needed myself, or simply used the “low level” API. 
Out project processes a large number of files daily, and it was 
my task to convert our previous batch-based solution to SWF. 

 

 

 

 

 

 

 

 

 

https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/swf/details/flow/
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Asuman Dogac (author of the helpful 1998 

book). Turkish computer scientist. 
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Carl Adam Petri (1926 – 2010) 

A German mathematician, he invented the Petri net for the purpose of describing 

chemical processes. 
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Richard Soley, the chairman of OMG (the Object Management Group). Why are we interested in the Object 

Management Group? Because this standards consortium adopted BPMN in 2006 as a standard. 

BPMN stands for Business Process Management Notation. 

You may also be interested to know that in 2011, OMG formed the Cloud Standards Customer Council 

(CSCC). 

https://en.wikipedia.org/wiki/Business_Process_Model_and_Notation
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TPN 
121. Phenomenon1 – the tendency of X to Y. 

122. Phen2 – the tendency of X to Y. 

123. Phen3 – the tendency of X to Y. 

124. Phen4 – the tendency of X to Y. 

125. Phen5 – the tendency of X to Y. 

126. Phen6 – the tendency of X to Y. 

127. Phen7 – the tendency of X to Y. 

128. Phen8 – the tendency of X to Y. 

129. Phen9 – the tendency of X to Y. 

130. Phen10 – the tendency of X to Y. 

 

Glossary 
Business logic 
Description of what term means here. 

 

Business process 
Description of what term means here. 

 

BPM 
This stands for Business Process Management. 

 

 

 

Decider 
Description of what term means here. 

 

Worker 
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Description of what term means here. 

 

Activity worker 
Description of what term means here. 

 

Task 
Description of what term means here. 

  

Workflow 
“The decider and activities form a "workflow."” [InfoQ article 

2012]  
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TPN 
131. Phenomenon1 – the tendency of X to Y. 

132. Phen2 – the tendency of X to Y. 

133. Phen3 – the tendency of X to Y. 

134. Phen4 – the tendency of X to Y. 

135. Phen5 – the tendency of X to Y. 

136. Phen6 – the tendency of X to Y. 

137. Phen7 – the tendency of X to Y. 

138. Phen8 – the tendency of X to Y. 

139. Phen9 – the tendency of X to Y. 

140. Phen10 – the tendency of X to Y. 
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Term1 
Description of what term means here. 

 

Term2 
Description of what term means here. 
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Description of what term means here. 
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CloudSearch 

 

 

 

 

 

 

Other search services 

A number of other search services are going to come after this. In 2015, 

AWS announce the Amazon Elasticsearch Service. Then in 

September 2021, they announced the Amazon OpenSearch Service. 

Note that there is another search service, known as Amazon Kendra. 

This allows enterprises (large organisations) to implement an internal 

search engine, to search their large volumes of documents. Kendra was 

announced in 2019. Kendra is a nice, distinct name, but how can we 

get on top of the other names? 

Well, like some young librarian settling into his new job, and getting 

better and better at searching for books for the local citizens, he started 

off quite withdrawn, pursuing his passion for CS (computer science). 

But he starts to make friends, and eventually springs out of his shell 

(elastic). He becomes quite an amiable and open person in the end. So, 

we can quite easily remember the sequence: CloudSearch (CS), 

Elasticsearch, and finally OpenSearch [2012, 2015, 2021]. 

NOTE 
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Jon Handler explaining Amazon CloudSearch in 2013 
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Redshift 

 

 

 

https://en.wikipedia.org/wiki/Amazon_Redshift
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https://stratos.seas.harvard.edu/files/stratos/files/columnstoresfntdbs.pdf
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What do I need to know about 

compute nodes? 

What do I need to know about leader 

nodes? 

https://homepages.cwi.nl/~manegold/UvA-ABS-MBA-BDBA-ISfBD/p1917-gupta.pdf
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What do I need to know about Data 

distribution styles? 
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“columnar storage”? 
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What on earth is “automatic table 

optimization”? 

 

AWS write: 
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Distribution style 

Auto Even Key All 
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Redshift Spectrum 

Werner Vogels announcing Redshift Spectrum on stage, in San Francisco (2017) 

https://www.youtube.com/watch?v=lv2vFO0bVIY&ab_channel=AmazonWebServices
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TPN 
141. Phenomenon1 – the tendency of X to Y. 

142. Phen2 – the tendency of X to Y. 

143. Phen3 – the tendency of X to Y. 

144. Phen4 – the tendency of X to Y. 

145. Phen5 – the tendency of X to Y. 

146. Phen6 – the tendency of X to Y. 

147. Phen7 – the tendency of X to Y. 

148. Phen8 – the tendency of X to Y. 

149. Phen9 – the tendency of X to Y. 

150. Phen10 – the tendency of X to Y. 
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Review 

Questions 

 

 

 

 

 

Glossary 
ODBC 
Open Database Connectivity. 

 

JDBC 
Java Database Connectivity. 

 

EVEN Distribution 
Description of what term means here. 

 

 

KEY Distribution 
Description of what term means here. 

 

ALL Distribution 
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Data Pipeline 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Kathryn Shih explaining Data Pipeline in Las Vegas, in November 2012 

https://www.youtube.com/watch?v=ziorTgT0Zac&ab_channel=AmazonWebServices
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Similar names 

To those new to the service, the expression “data pipeline” denotes a 

very general idea: moving data from one place to another. Once you 

become more familiar with the service you will learn about how precisely 

it helps with the movement of data. But it remains the case that the 

name of the service denotes a very general idea. Arguably, the whole of 

the IT industry is about moving data from one place to another. 

A name such as “data pipeline” will therefore become problematic. You 

will confuse it with similar names which start with the word ‘data’. In 

2018, AWS announced the  “DataSync” product; in 2019, they 

announced “Data Exchange”. These names also suggest the general idea 

of moving data from one place to another. We also see other services 

which end in “pipeline”. In 2015, CodePipeline was announced. 

Without being aware of this phenomenon, it can be quite annoying. 

One day you will be surprised to learn that there are in fact two 

services—CodePipeline and DataPipeline—and you had unconsciously 

been treating them as the same service. And we need to get names right, 

because we partly learn about services by hearing comments on them, 

in a piecemeal manner, accumulating our conception of a service. If we 

have been conflating two names (such as the two “Pipelines”), then we 

have been ‘filing’ our findings in the wrong cabinet. We have to re-

arrange our map of things in our head. We cannot simply focus on the 

service-in-itself (paying no attention to these silly, similar names), 

because people use the names. And we need to know which service is 

being mapped to, so that we can increase our knowledge of it. 

NOTE 
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There are other examples of this phenomenon. There is Amazon Connect and Direct Connect. 

I start to be sympathetic with unique names, such as Fargate, Glacier, and Macie. The 

phenomenon can be formulated as follows.  

(1) First, there is some compound name (such as Data Pipeline), which consists of more 

than one word. One, or perhaps both, of the constituent words is then used for other 

services. For example, we get Data Exchange, and Code Pipeline.  

 

(2) Second, the whole expression (e.g., Data Pipelines) also denotes a highly general idea. 

This exacerbates the superficial, linguistic similarity in (1).  

Both parts are necessary. No one gets confused by the expressions “river bank” and “Lloyds 

bank” even though these expressions have a word in common. Each denotes a distinct, specific 

idea. We have the side of a river and a financial institution.  

So, how should we respond to this phenomenon? Now that we know it exists, our aim is to 

minimise the extend to which it can cause confusion. I do not think the solution is simply to 

ignore names. It is true that if we comes to use the expression “data pipeline” a lot, it becomes 

harder to conflate it with Code Pipeline. But this is sort of begging the question. We aren’t 

familiar with the services. Obviously, those who helped design the CodePipeline service never  

read about DataPipeline and believe—for a moment—that they are reading about 

CodePipeline. But this is because it means a lot to them. We are students. We are unfamiliar, so 

we don’t have this luxury of habituation (of having inhabited the terms). 

My solution essentially involves making the exact letters involved in the expression 

indispensable to the explanation of the service itself. In other words, it’s impossible to 

understand the service itself without thinking of the specific expression used to name it. 

We’re couching our explanation of the service in the exact name used. Sometimes, what we’re 

doing is almost like telling a story. The idea is that the story explains the name. Stories are harder 

to forget. But it’s also the fact that things which have an explanation are understood, and things 

which are understood stay with us more permanently. Humans do not remember arbitrary 

strings of characters (in an instance ID, for example). Humans do not remember arbitrary 

things. 

Of course, some services have no reason for the name. They were arbitrarily chosen. So, what 

we’re doing is perhaps inventing a fiction. But it is fiction which means we reliably produce 

true statements (or get the exact name of the service, in our case). Do not be repelled by the 

word “fiction”. The scientific world is packed with models that are fictional but allow us to 

reliable make the right statements and do the right things. 
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Command Line 
Interface (CLI)  

 

 

Questions I had: 

1. What is the meaning of two dashes before 

something? 

2. What about when there is one dash before a 

word? 

3. What does it mean when there are no dashes 

before something? 

 

When you put two dashes, it’s like you’re saying “GET 

READY”. Thump the table with each word: GET 

READY (dash, dash). Why get ready? Because you’re 

giving the name of a parameter. Parameter as in 

“determinable”, or something which can take various 

values. And what you’re going to do next is set the value 

of that parameter. You let the CLI know you’re 

specifying a value by using a single dash. 
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James Saryerwinnie delivering his great presentation “becoming an 

AWS Command Line Expert” 
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  Email from Corey Quinn on June 26th 2023 
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https://github.com/aws/aws-cli/issues/7252?ck_subscriber_id=1560524742  
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Management Console 
Mobile Application 

 

 

 

 

 

 

 

 

Elastic Transcoder 
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OpsWorks 
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CloudHSM 

 

 

 

 

 

 

 

 

 
FATHER OF THE PIN 
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https://www.cs.dartmouth.edu/~sws/pubs/hsm-draft.pdf
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https://listings.pcisecuritystandards.org/documents/PCI_HSM_Security_Requirements_v3_2016_final.pdf
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Todd Cignetti speaking in 2014. This was 12th November in Las Vegas, at the 

Reinvent conference. 

https://www.youtube.com/watch?v=bqIYI3mDsd4&t=1773s&ab_channel=AmazonWebServices
https://www.youtube.com/watch?v=bqIYI3mDsd4&t=1773s&ab_channel=AmazonWebServices
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Bill Shinn and Abby Fuller. The new release of AWS CloudHSM in 2017 

https://www.youtube.com/watch?v=0fpPESoFCew&ab_channel=AmazonWebServices
https://www.youtube.com/watch?v=0fpPESoFCew&ab_channel=AmazonWebServices
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“Squigg” and Avni Rambhia explaining AWS CloudHSM in Summer 2019. 

https://www.youtube.com/watch?v=_gezaWmwzYY&t=7s&ab_channel=AmazonWebServices
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Stephen Quigg speaking at AWS Reinvent 2019 (SEC 305-R1). This conference took place between 2nd Dec 

and 6th Dec in Las Vegas (2019). 
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Review 

Questions 

 

 

 

 

 

Glossary 
ECDSA 
Elliptic Curve Digital Signature Algorithm. 

 

ttt 
Java Database Connectivity. 

 

ttt 
Description of what term means here. 

 

 

ttt 
Description of what term means here. 

 

ttt 
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CloudTrail 
  

Sivakanth Mundru explaining the idea of CloudTrail at Reinvent 2013 
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CloudTrail 

  

A 2016 article by Akshat Goel. In this article, Goel shows how CloudTrail can be used to identity an employee 

(Bob) who terminated an EC2 instance 
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AWS CloudTrail Lake now supports 

selective start or stop ingestion of 

CloudTrail events 

Posted On: Jun 5, 2023 

AWS CloudTrail Lake now provides the ability to selectively start 
or stop ingestion of CloudTrail events into your CloudTrail Lake 
event data store. This capability enables you to collect events 
only for a specific time window for troubleshooting or security 
analysis without having to delete or recreate the event data store. 
When you stop ingestion, the event data store continues to retain 
ingested events based on its retention period. For audit purposes, 
CloudTrail generates events that capture the start and stop 
ingestion activity.  

You can enable this feature in the CloudTrail console, by using 
the AWS Software Development Kits (SDKs), or AWS Command 
Line Interface (CLI). This feature is available in the following AWS 
Regions: US East (N. Virginia), US East (Ohio), US West (N. 
California), US West (Oregon), Canada (Central), Africa (Cape 
Town), Asia Pacific (Hong Kong), Asia Pacific (Hyderabad), Asia 
Pacific (Jakarta), Asia Pacific (Melbourne), Asia Pacific (Mumbai), 
Asia Pacific (Osaka), Asia Pacific (Seoul), Asia Pacific 
(Singapore), Asia Pacific (Sydney), Asia Pacific (Tokyo), Europe 
(Frankfurt), Europe (Ireland), Europe (London), Europe (Milan), 
Europe (Paris), Europe (Stockholm), Middle East (Bahrain), 
Middle East (UAE), South America (São Paulo), AWS GovCloud 
(US-East), and AWS GovCloud (US-West). 

To get started, see Working with CloudTrail Lake in the CloudTrail 
User Guide.  

 

 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-copy-trail-to-lake.html
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AWS Certifications 
 

April 30, 2013 

Amazon Web Services Announces Launch of Certification Program 

for AWS Cloud Computing Professionals 

New program addresses growing demand for IT pros with 

demonstrated knowledge of AWS best practices worldwide 

 

SEATTLE--(BUSINESS WIRE)--Apr. 30, 2013-- Amazon Web Services, 

Inc. (AWS), an Amazon.com company (NASDAQ: AMZN), today 

announced the launch of the new AWS Certification Program with 

the first of several exams that will made available in 2013. With the 

accelerating adoption of cloud computing and the AWS Cloud 

around the world, organizations are increasingly seeking 

mechanisms to identify candidates and consultants with 

demonstrated knowledge of AWS best practices. The new AWS 

Certification Program helps to fill this need to recognize IT 

professionals that possess the skills and technical knowledge 

necessary for building and maintaining applications and services on 

the AWS Cloud. To learn more about the AWS Certification Program, 

visit http://aws.amazon.com/certification. 

 

AWS Certifications help to recognize the skills, knowledge and 

expertise of IT professionals in designing, deploying and managing 

applications on the AWS platform. To earn an AWS Certification, 

individuals must demonstrate their proficiency in a particular area 

by passing an AWS Certification Exam. Individuals looking to prepare 

for an exam can attend courses through AWS Training to help gain 

proficiency with AWS services. Individuals that pass an AWS 

Certification Exam can display the applicable AWS Certified logo on 

business cards and resumes to gain visibility for their AWS expertise 

while fostering credibility with employers and peers. 

 

The first available AWS Certification Exam is for the “AWS Certified 

Solutions Architect – Associate Level” certification, which tests skills 

for technical professionals and solutions architects involved in the 

design and development of applications on AWS. Additional role-

based certifications, including certifications for Systems Operations 

(SysOps) Administrators and Developers, will follow later this year. 
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AWS Certification Exams are administered through testing centers in 

more than 100 countries and 750 testing locations worldwide. 

 

Additional benefits of the AWS Certification Program include: 

 

Helps organizations to identify engineering and/or IT staff with the 

skills and technical knowledge necessary for building and 

maintaining solutions on the AWS Cloud; 

Tests an individual’s IT skills and technical knowledge are in 

alignment with AWS’s architectural best practices for building highly 

secure and reliable cloud applications; 

Increases differentiation for AWS Partner Network (APN) members 

that have AWS Certified individuals on staff; 

Allows technical professionals to develop, certify and advertise their 

expertise with cloud computing on AWS. 

“With cloud computing being quickly adopted by organizations of all 

sizes around the world, in-depth training programs as well as 

certifications for individuals who have demonstrated competence 

with AWS are increasingly important,” said Adam Selipsky, Vice 

President, Amazon Web Services. “The AWS Certification Program 

helps organizations identify that the employees, partners and 

consultants they depend on for their AWS solutions are well-versed 

in the best practices of building cloud applications on AWS and have 

the skills to help them be successful.” 

 

“We have many mission critical programs running on the AWS Cloud 

across our various business groups at Samsung, so training with 

AWS has been a priority for the whole company for some time,” said 

Seok Kyun Choi, Head of Training Division at Samsung SDS. “The new 

AWS Certification program will allow us to recognize our employees 

who have expanded their skills as well as identify that the partners 

we are working with have solid knowledge in building AWS-based 

applications.” 

 

“Assisting clients with their AWS implementations is increasingly 

strategic to the future of our business,” said Joseph Coyle, North 

America Chief Technology Officer, Capgemini. “As we’ve been 

expanding our team of AWS-trained professionals to keep up with 

the growing demand from our enterprise clients, AWS Certifications 

will allow us to further differentiate our cloud computing practice in 

the market and provide an added level of assurance to our clients.” 
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“With a rapidly growing demand for cloud services, the industry 

needs trained and certified resources to help businesses unlock the 

optimal value of cloud computing in driving transformation, 

innovation and competitiveness,” said Kaushik Bhaumik, Senior Vice 

President for Technology, Industry and Alliances at Cognizant. “As a 

member of the AWS Partner Network (APN), we have been 

leveraging AWS training programs to bring the right talent to 

customer engagements. The AWS Certification Program will help us 

further enhance and differentiate our cloud capabilities in helping 

customers run better and run different.” 
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https://en.wikipedia.org/wiki/Streaming_data
https://en.wikipedia.org/wiki/Stream_processing
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[Showyang 2022] 

 

 

 

 

 

What is the difference between 

SQS and Kinesis data streams? 

 

This confusion has lived a long time. It stems from the 

fact that XXXX But day we lay it to rest. 

https://web.csie.ndhu.edu.tw/showyang/DistrSys2020s/11DataStreaming.pdf
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I’d like to say a few words if I may. 

 

Aristotle distinguishes between two different senses of the 

term dunamis. In the strictest sense, a dunamis is 

the power that a thing has to produce a change. A thing has 

a dunamis in this sense when it has within it “a starting-

point of change in another thing or in itself insofar as it is 

other” (Θ.1, 1046a12; cf. Δ.12). The exercise of such a power 

is a kinêsis—a movement or process. So, for example, the 

housebuilder’s craft is a power whose exercise is the 

process of housebuilding. But there is a second sense 

of dunamis—and it is the one in which Aristotle is mainly 

interested—that might be better translated as ‘potentiality’. 

For, as Aristotle tells us, in this sense dunamis is related not 

to movement (kinêsis) but to activity (energeia)(Θ.6, 

1048a25). A dunamis in this sense is not a thing’s power to 

produce a change but rather its capacity to be in a different 

and more completed state. Aristotle thinks that potentiality 

so understood is indefinable (1048a37), claiming that the 

general idea can be grasped from a consideration of cases. 

Activity is to potentiality, Aristotle tells us, as “what is 

awake is in relation to what is asleep, and what is seeing is 

in relation to what has its eyes closed but has sight, and 

what has been shaped out of the matter is in relation to the 

matter” (1048b1–3). 

 

https://plato.stanford.edu/entries/aristotle

-metaphysics/#ActuPote  

 

 

“REAL TIME” 

 

 

https://plato.stanford.edu/entries/aristotle-metaphysics/#ActuPote
https://plato.stanford.edu/entries/aristotle-metaphysics/#ActuPote
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What on earth is a “partition 

key”? 

Recall that we discussed partition keys in 

the context of DynamoDB: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://docs.aws.amazon.com/whitepapers/latest/streaming-data-solutions-amazon-kinesis/streaming-data-solutions-amazon-kinesis.pdf
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How can I learn more about Amazon 

Kinesis? 
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“A shard is a uniquely 

identified sequence of data 

records in a stream.” 
- Neal Davis 
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“A Kinesis data stream is 

a set of shards” 

- Neal Davis 



477 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

KINESIS DATA 

FIREHOSE  



478 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



479 
 

 

  



480 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



481 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



482 
 

 

 

 

 

 

 

Amazon Kinesis Data Firehose adds support for 

data stream delivery to Amazon Redshift 

Serverless 

Posted On: Jun 19, 2023 

Amazon Kinesis Data Firehose can now deliver streaming data 
to Amazon Redshift Serverless. With few clicks, you can more 
easily ingest, transform, and reliably deliver streaming data into 
Amazon Redshift Serverless without building and managing your 
own data ingestion and delivery infrastructure. Kinesis Data 
Firehose is a fully managed service that automatically scales to 
match the throughput of your data and without ongoing 
administration. 

Amazon Redshift Serverless allows you to run and scale analytics 
without having to provision and manage data warehouse clusters. 
With Amazon Redshift Serverless, all users including data 
analysts, developers, and data scientists, can use Amazon 
Redshift to get insights from data in seconds. You only pay for the 
compute used for the duration of the workloads on a per-second 
basis. You can benefit from this simplicity without making any 
changes to your existing analytics and business intelligence 
applications. You can configure the Amazon Redshift Serverless 
instance to be publicly accessible and start using Amazon Kinesis 
Data Firehose with it to reliably load real-time streams. 

Amazon Kinesis Data Firehose with Amazon Redshift Serverless 
is generally available in the regions here under Redshift 
Serverless API section. 

To get started, you need an AWS account. Once you have an 
account, you can create a delivery stream in the Amazon Kinesis 
Console. To learn more, explore the Amazon Kinesis Data 
Firehose developer guide. 

 

 

https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/redshift/redshift-serverless/
https://docs.aws.amazon.com/general/latest/gr/redshift-service.html
https://console.aws.amazon.com/firehose
https://console.aws.amazon.com/firehose
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
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